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Chapter 1

INTRODUCTION TO INTERNET AND
OTHER EMERGING TECHNOLOGIES

INTRODUCTION
By definition the Internet is a worldwide, publicly accessible series of interconnected computer

networks that transmit data by packet switching using the standard Internet Protocol. But, how did it
come to be this technology that is so popular and so widely used around the world? Was it always so
large and extensive, filled with information about just about anything you could possibly think of
accessible from almost anywhere, anytime? The answer is no and its important to understand where it
all came from to understand how to utilize it to its fullest potential now.

Creation
The Internet origin comes from a military project. The Semi Automatic Ground Environment

(SAGE) program consisted of networked country-wide radar systems together for the first time. This
was created around 1958 as part of an attempt to regain the lead in technology from the Soviet Union
who had recently launched Sputnik. J.C.R. Licklider was selected to head the committee which
controlled the SAGE project. He envisioned universal networking as a unifying human revolution.

SAGE Computer Room



2 INFORMATION TECHNOLOGY (PAPER – II)

Licklider recruited Lawrence Roberts to head a project which implemented a network. Roberts
had worked with the U.S. Air Force on a packet switching system as opposed to a circuit switching
system. On October 29, 1969, Licklider and Roberts interconnected the first two nodes between
UCLA and SRI International at Menlo Park, California. This was the beginning of the Advanced
Research Projects Agency Network (ARPANET) which was one of the key networks which our
Internet today was based off of. Soon after the first international packet-switched network service was
created between U.S. and U.K.

Vinton Cerf and Robert Kahn developed the first description of the TCP protocols (covered more
deeply in the Introduction to Networking lesson) in 1973. The term “Internet” was first used in 1974
to describe a single global TCP/IP network detailed in the first full specification of TCP written by
Cerf and his colleagues. The first TCP/IP-wide area network was created on January 1, 1983 when all
hosts on the ARPANET were switched over from the older protocols to TCP/IP.

In 1984, the United States National Science Foundation (NSF) commissioned the construction of
a 1.5 megabit/second network which became known as NSFNET. In 1989 the US Federal Networking
Council approved the interconnection of the NSFNET to the commercial MCI Mail system. Soon after,
other commercial e-mail services were soon connected such as On Tyme, Telemail, and CompuServe.
Three Internet Service Providers (ISPs) were also created: UUNET, PSINET, and CERFNET. More
and more separate networks were created that eventually interconnected with this large, growing
network. The ability of TCP/IP to work over virtually any pre-existing communication networks
allowed for a great ease of growth, although the rapid growth of the Internet was due primarily to the
availability of commercial routers from companies such as Cisco Systems, Proteon and Juniper, the
availability of commercial Ethernet equipment for local-area networking and the widespread
implementation of TCP/IP on the UNIX operating system.

Growth
Although the basic applications and guidelines that make the Internet possible had existed for

almost a decade, the network did not gain public face until the 1990s. On August 6, 1991, CERN,
which straddles the border between France and Switzerland, publicized the new World Wide Web
project. The web was invented by English scientist Tim Berners-Lee in 1989.

WWW Logo

An early popular web browser was ViolaWWW. It was eventually replaced in popularity by the
Mosaic web browser. By 1996 usage of the word “Internet” had become commonplace, and
consequently, so had its use as a reference to the World Wide Web. Over the course of the decade, the
Internet successfully accommodated the majority of previously existing public computer networks
(although some networks have remained separate).
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Today’s Internet
Aside from the complex physical connections that make up its infrastructure, the Internet is

facilitated by bi- or multi-lateral commercial contracts and technical specifications or protocols that
describe how to exchange data over the network. Indeed, the Internet has severely matured since its
birth many years ago. Today almost 1.5 billion people use the Internet. That’s almost a quarter of the
entire world (a lot of people).

The Internet Corporation for Assigned Names and Numbers (ICANN) is the authority that
coordinates the assignment of unique identifiers on the Internet, including domain names, Internet
Protocol (IP) addresses, and protocol port and parameter numbers. A globally unified name space is
essential for the Internet to function. Because the Internet is a distributed network comprising many
voluntarily interconnected networks, the Internet, as such, has no governing body.

ICANN Headquarters

One of the most common uses people have for the Internet is the World Wide Web. Whenever
you say you are “on the Internet” you are using the World Wide Web. When you are surfing the
Internet through different pages you are moving through the World Wide Web. However, that is not
the only use for the Internet. e-Mail is another very popular use for the Internet. Internet e-mail may
travel and be stored unencrypted on many other networks and machines out of both the sender’s and
the recipient’s control. Remote access is another very common use for the Internet. The Internet
allows computer users to connect to other computers and information stores easily, wherever they may
be across the world. File sharing is also popular. It allows people to send files through e-mail, FTP,
peer-to-peer networks, etc.
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INTERNET COMPONENTS
The Internet components most Internet users are familiar with are e-mail, the web, and web

access. But if you are considering setting up a website for your business and/or becoming your own
web master there are other Internet components to consider. What follows is a list of all of the most
common components of the Internet.

 Access – To interact directly with the Internet requires some form of access or connectivity
to the Internet.

 Chat – IRC (Internet Relay Chat) is used for live discussions on the Internet.
 e-Commerce – Taking orders for products and services on the Internet.
 e-Mail – Exchanging electronic letters, messages, and small files.
 FTP – File Transfer Protocol is the most common method of transferring files between

computers via the Internet.
 Hosting – Making information available to others on the Internet.
 Mailing Lists – e-Mail messages forwarded to everyone on a special interest list.
 Search Engines – These tools are really a part of the World Wide Web and are often used

when looking for information because the Web has grown so large and is without any
inherent organizational structure.

 Telnet – Creation of a dumb terminal session to a host computer in order to run software
applications on the host system.

 Usenet – Newsgroups for receiving news and sending out announcements.
 World Wide Web – This is largest, fastest growing, part of the Internet, the part for which

Internet browsers like Netscape’s Navigator and Microsoft’s Explorer were designed.
Business is the leading factor fuelling the rapid growth of the Web making information,
advertising, and product ordering readily available to everyone with Web access.

WHAT IS ELECTRONIC COMMERCE?

Even today, some considerable time after the so called ‘dot com/Internet revolution’, electronic
commerce (e-commerce) remains a relatively new, emerging and constantly changing area of business
management and information technology. There has been and continues to be much publicity and
discussion about e-commerce. Library catalogues and shelves are filled with books and articles on the
subject. However, there remains a sense of confusion, suspicion and misunderstanding surrounding
the area, which has been exacerbated by the different contexts in which electronic commerce is used,
coupled with the myriad related buzzwords and acronyms.

This book aims to consolidate the major themes that have arisen from the new area of electronic
commerce and to provide an understanding of its application and importance to management.

In order to understand electronic commerce it is important to identify the different terms that are
used, and to assess their origin and usage.

According to the editor-in-chief of International Journal of Electronic Commerce, Vladimir
Zwass, ‘Electronic commerce is sharing business information, maintaining business relationships and
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conducting business transactions by means of telecommunications networks’. He maintains that in its
purest form, electronic commerce has existed for over 40 years, originating from the electronic
transmission of messages during the Berlin airlift in 1948. From this, electronic data interchange (EDI)
was the next stage of e-commerce development. In the 1960s a cooperative effort between industry
groups produced a first attempt at common electronic data formats. The formats, however, were only
for purchasing, transportation and finance data, and were used primarily for intra-industry transactions.

It was not until the late 1970s that work began for national Electronic Data Interchange (EDI)
standards, which developed well into the early 1990s.

EDI is the electronic transfer of a standardised business transaction between a sender and
receiver computer, over some kind of private network or value added network (VAN). Both sides
would have to have the same application software and the data would be exchanged in an extremely
rigorous format. In sectors such as retail, automotive, defence and heavy manufacturing, EDI was
developed to integrate information across larger parts of an organisation’s value chain from design to
maintenance so that manufacturers could share information with designers, maintenance and other
partners and stakeholders. Before the widespread uptake and commercial use of the Internet, the EDI
system was very expensive to run mainly because of the high cost of the private networks.

Thus, uptake was limited largely to cash-rich multinational corporations using their financial
strength to pressure and persuade (with subsidies) smaller suppliers to implement EDI systems, often
at a very high cost. By 1996 no more than 50,000 companies in Europe and 44,000 in the USA were
using EDI, representing less than 1 per cent of the total number of companies in each of the respective
continents. According to Zwass, electronic commerce has been redefined by the dynamics of the
Internet and traditional e-commerce is rapidly moving to the Internet.

With the advent of the Internet, the term e-commerce began to include:
 Electronic trading of physical goods and of intangibles such as information.
 All the steps involved in trade, such as online marketing, ordering payment and support for

delivery.
 The electronic provision of services such as after sales support or online legal advice.
 Electronic support for collaboration between companies such as collaborative online design

and engineering or virtual business consultancy teams.

Some of the definitions of e-commerce often heard and found in publications and the media are:
 Electronic Commerce (EC) is where business transactions take place via telecommunications

networks, especially the Internet.
 Electronic commerce describes the buying and selling of products, services, and information

via computer networks including the Internet.
 Electronic commerce is about doing business electronically.
 e-Commerce or electronic commerce is defined as the conduct of a financial transaction by

electronic means.

The wide range of business activities related to e-commerce brought about a range of other new
terms and phrases to describe the Internet phenomenon in other business sectors. Some of these focus
on purchasing from online stores on the Internet. Since transactions go through the Internet and the
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Web, the terms I-commerce (Internet commerce), e-commerce and even web-commerce have been
suggested but are now very rarely used.

Other terms that are used for online retail selling include e-tailing, virtual-stores or cyber stores.
A collection of these virtual stores is sometimes gathered into a ‘virtual mall’ or ‘cybermall’.

E-COMMERCE APPLICATIONS
Once it has been determined that a business can benefit from an online presence, the business

type, the product line, the business’s organization, and the budget dictate what functionality the
Website should have and how the Website should be developed. Companies can choose from a
number of different types of Websites, including B2C, B2B, exchanges, and the like. Sites of a
particular type (e.g., retailer, provider of business services, manufacturer, distributor/wholesaler,
media, travel/ entertainment) usually use the same underlying applications and provide similar sorts of
functionality. Although this simplifies the task of creating the underlying application architecture, the
site requirements must still be considered carefully. Before discussing the best approach to developing
the site, it is useful to consider the major characteristics, functionalities, and requirements of an EC
system. The following discussion focuses on these considerations for some of the more common EC
applications.

B2C Storefronts
An electronic storefront must support the same tasks that a physical store supports. In particular,

an electronic storefront (a seller’s website where purchases can be made) needs to offer certain
capabilities to buyers and to the merchant.

In order to provide these capabilities, an electronic storefront should have the following functions
(Nickerson 2002):

A product presentation function provides the customer with information about the product
through the user interface (browser). The information presented can include product advertisements,
detailed product specifications, product views, and sample product presentations. This function can
include additional features such as language selection, product search, and customization for customer
preferences.

 An order entry function allows a customer to place an order for selected products
Information about each product ordered is added to the electronic shopping cart, which is a
database of orders in process. This function is linked to the enterprise’s inventory system in
order to check product availability. It also requires access to the enterprise’s customer
database to update and use customer data.

 An electronic payment function enables the customer to pay for the order and, thus,
complete the transaction. Payment options may include credit card, debit card, COD, cheque
(before delivery), and invoice (after delivery). Security is very important in the electronic
payment function. The function should provide the necessary security through Secure Socket
Layer (SSL), Secure Electronic Transactions (SET), or some other protocol, and customers
should be apprised of the security provisions.
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Capabilities Needed by Users of Electronic Storefronts
Buyer’s need the ability to: Seller’s need the ability to:
 Discover, search for, evaluate, and

compare products for purchases using
e-catalogues.

 Provide access to a current catalogue of
product offerings, allowing prospective
buyers to analyze and evaluate the
offerings.

 Select products to purchases and negotiate
or determine their total price

 Provide an electronic shopping cart in
which buyers can assemble their
purchases.

 Place an order for desired products using a
shopping cart.

 Verify a customer’s credit and approve the
customer’s purchases.

 Pay for the ordered products, usually
through some from of credit.

 Process orders (back-end services).

 Confirm an order, ensuring that the desired
product is available.

 Arrange for product delivery.

 Track orders once they are shipped.  Track shipments to ensure that they are
delivered

 Provide the means for buyers and visitors
to register at the site, to make comments,
or to request additional information.

 Answer customer’s questions or pass
queries and requests to a web-based call
center.

 Analyze purchases in order to customize
buyer’s experiences.

 Provide web-based post-sale support.

 Create the capability for cross-sell and up-
sell.

 Provide language translation if needed.

 Measure and analyze the traffic at the site
to modify and maintain the various
applications.

 An order fulfilment function provides for the delivery of the product to the customer. The
delivery can be digital for products such as music, software, and information. This function
is linked to the enterprise’s inventory system so that the inventory database can be updated
when the order is fulfilled.

 A customer service function provides assistance to customers who have problems or
questions related to the purchasing process. Options for providing customer service include
FAQs, toll-free telephone numbers, e-mail, and chat rooms.
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 The product support function provides assistance to the customer after the product has been
received. This support may include initial setup and installation, regular operation,
troubleshooting, return policy, ongoing maintenance, and warranty or no warranty repair or
replacement.

Electronic Data Interchange (EDI)

ELECTRONIC DATA EXCHANGE

Electronic Data Interchange (EDI) is the computer-to-computer exchange of routine business
data between trading partners in standard data formats. This definition contains three key concepts
about EDI:

1. Computer-to-Computer: EDI in its most efficient form travels directly out of a sender’s
computer system directly into a receiver’s computer system without any human intervention.

2. Routine Business Data: EDI is used for routine business documents that are exchanged
frequently between trading partners like purchase orders and invoices. Non-routine business
documents, such as contracts or information meant for humans to read, review, and analyze,
do not travel via EDI.

3. Standard Data Formats: A standard definition of the location and structure of the data is
provided.

The conventional paper process requires someone to handle a printed computer generated form
and mail it. Then, the recipient re-keys the data back into another computer for their internal
processing. The EDI process is a computer transmitting the information directly to another computer,
eliminating the paperwork and human intervention.

Benefits of EDI
 Speed – Data can move directly from one computer to another with little to no delay
 Accuracy – Errors are reduced because data is not being re-keyed.
 Simplicity – EDI standards specify how data will be formatted and where it can found.
 Security – EDI can be accessed only by authorized users and is accompanied by audit trails

and archiving of data.

These four benefits produce the following results:
 Faster buy-sell cycle time
 Quicker cash flow



INTRODUCTION TO INTERNET AND OTHER EMERGING TECHNOLOGIES  9

 Reduced order lead time and inventories
 Ability to conduct just-in-time manufacturing
 Improved trading partner relationships

What does the typical EDI process look like?

Here’s an example of a Supplier/Retailer Process: the retailer initiates the process with an
electronic transmission of a Purchase Order (850). The supplier receives the order, cases it, and prints
UCC-128 labels. The order is packed and the UCC-128 labels are placed on the cartons. The cartons
are shipped to the retailer and the supplier electronically transmits an Advanced Ship Notice (856).
The supplier will transmit an Invoice (810) for the goods after the shipment has been sent. These
documents are all sent in a standard Electronic Data Interchange (EDI) format.

What is X12?

X12 is the cross industry standard designed by the American National Standards Institute (ANSI)
to support any business function in any industry. It provides a single standard with a single
architecture, producing a common, uniform language for electronic communications; X12 was
designed primarily as the standard for EDI transactions in North America.

EDIFACT, having emerged out of X12, is a global EDI standard supporting multi-country and
multi-industry exchange.

Today, over 300 X12 transactions sets are used to handle most facets of B2B communications in
different industries including retail, government, transportation, and automotive. X12 standards are
developed, maintained, published by the Accredited Standards Committee (ASC).

What is a Value Added Network (VAN)?

A Value Added Network (VAN) is a service provider that transmits your EDI data to their
destinations.Value Added Networks simplify the communication process by reducing the number of
parties that you have to communicate with. VANs insert themselves between trading partners. They
typically operate as a mailbox scenario where a company would send a transaction to a VAN and the
VAN would then place the transaction in the mailbox of the receiver. The receiver would then contact
the VAN to pick up and send its transactions. It is similar to e-mail, but rather than being unstructured
text, it is used for structured standardized data. Easy Link operates a Value Added Network that
provides this ‘mailboxing’ type of service and transmits the data using the Internet.

What are Electronic Product Catalogs and Bar Coding?

Electronic Product Catalogs:

Electronic Product Catalogs are similar to paper catalogs; however they do not have to go
through a printing process, and can therefore be updated frequently. These catalogs are used by buying
organizations and are sometimes mandated for suppliers.

Catalog service providers act as a central repository for multiple vendors’ catalogs. These
repositories support customer-specific pricing and a broad range of product information. This enables
buyers to access the catalog to request information from specific suppliers or search for specific
product information.
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Usually, Electronic Product Catalogs can be populated in several different ways including:
 EDI Transaction Set-832
 Spreadsheet
 Proprietary web-based applications for direct entry and updating

Bar Coding
Many types of bar codes exist to identify products; however the following are the most

commonly used:
 GTIN – A Global Trade Item Number (GTIN) is a 14-digit number that identifies your

merchandise. The GTIN is quickly replacing the UPC. The number is an umbrella UCC
identification number for other UCC numbers (UPC, EAN-13, and EAN-8) and can be
achieved by adding two zeros to the front of the UPC number to reach 14 total digits.

 UPC – the Universal Product Code (UPC) is a standardized way for your trading partner to
identify your products. The UPC is a 12 digit number, which is usually made up of a six
digit block ID (UCC Manufacturer’s ID), five digits that identifies your product, and the
final digit is a check digit. The check digit is a calculation based on the previous 11 digits.

 EAN – The European Article Number (EAN) is the European version of the consumer bar
code.

 EPC – The Electronic Product Code (EPC) is the electronic bar code embedded into RFID
chips.

EXTRANET

An extranet is a private network that uses Internet technology and the public telecommunication
system to securely share part of a business's information or operations with suppliers, vendors,
partners, customers, or other businesses.

An extranet is a private network that uses Internet technology and the public telecommunication
system to securely share part of a business’s information or operations with suppliers, vendors,
partners, customers, or other businesses. An extranet can be viewed as part of a
company's intranet that is extended to users outside the company. It has also been described as a “state
of mind” in which the Internet is perceived as a way to do business with other companies as well as to
sell products to customers.

An extranet requires security and privacy. These can include firewallserver management, the
issuance and use of digital certificates or similar means of user authentication, encryption of messages,
and the use of virtual private networks (VPNs) that tunnel through the public network.

Companies can use an extranet to:
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 Exchange large volumes of data using Electronic Data Interchange (EDI)
 Share product catalogs exclusively with wholesalers or those “in the trade”
 Collaborate with other companies on joint development efforts
 Jointly develop and use training programs with other companies
 Provide or access services provided by one company to a group of other companies, such as

an online banking application managed by one company on behalf of affiliated banks
 Share news of common interest exclusively with partner companies

Enterprise applications
During the late 1990s and early 2000s, several industries started to use the term 'extranet' to

describe centralized repositories of shared data (and supporting applications) made accessible via the
web only to authorized members of particular work groups - for example, geographically dispersed,
multi-company project teams. Some applications are offered on a software as a service (SaaS) basis.

For example, in the construction industry, project teams may access a project extranet to share
drawings, photographs and documents, and use online applications to mark-up and make comments
and to manage and report on project-related communications. In 2003 in the United Kingdom, several
of the leading vendors formed the Network for Construction Collaboration Technology Providers
(NCCTP) to promote the technologies and to establish data exchange standards between the different
data systems. The same type of construction-focused technologies has also been developed in
the United States, Australia and mainland Europe.

Advantages
 Exchange large volumes of data using Electronic Data Interchange (EDI)
 Share product catalogs exclusively with trade partners
 Collaborate with other companies on joint development efforts
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 Jointly develop and use training programs with other companies
 Provide or access services provided by one company to a group of other companies, such as

an online banking application managed by one company on behalf of affiliated banks

Disadvantages
 Extranets can be expensive to implement and maintain within an organization (e.g.,

hardware, software, employee training costs), if hosted internally rather than by an
application service provider.

 Security of extranets can be a concern when hosting valuable or proprietary information.

PAYMENT SYSTEMS
E-payment is a subset of an e-commerce transaction to include electronic payment for buying and

selling goods or services offered through the Internet. Generally we think of electronic payments as
referring to online transactions on the internet, there are actually many forms of electronic payments.
As technology developing, the range of devices and processes to transact electronically continues to
increase while the percentage of cash and cheque transactions continues to decrease. In the US, for
example, cheques have declined from 85% of non-cash payments in 1979 to 59% in 2002, and
electronic payments have grown to 41%.

The Internet has the potential to become the most active trade intermediary within a decade. Also,
Internet shopping may revolutionize retailing by allowing consumers to sit in their homes and buy an
enormous variety of products and services from all over the worlds. Many businesses and consumers
are still wary of conducting extensive business electronically. However, almost everyone will use the
form of e-Commerce in near future.

This site will discuss the e-commerce developing procedure in national level especially on
e-payment system. Also strategy for fostering increased business and consumer confidence in the use
of electronic networks for commerce and payment system.
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The following types of electronic payments are most common today. That said, it is important to
realize that new payment types are continual being discovered and there are additional methods that
exist or are being developed continuously.

Cards
Credit cards, debit cards and prepaid cards currently represent the most common form of

electronic payments. For all 3 types of cards the consumer or the business most often uses a plastic
card, commonly with a magnetic stripe. The cardholder gives his or her card or card number to a
merchant who swipes the card through a terminal or enters the data to a PC. The terminal transmits
data to his or her bank, the acquirer. The acquirer transmits the data through a card association to the
card issuer who makes a decision on the transaction and relays it back to the merchant, who gives
goods or services to the cardholder. Funds flow later for settlement with credit cards and are debited
immediately for debit or pre-paid cards.

BANK

e-payment Server

Fire Wall

128bit Secure Sockets
Layer encryption

128bit Blowfish
encryption

Merchant
Website

INTERNET

128bit Secure Sockets
Layer encryption

Online Consumer

Secure Banking Network

128bit Secure Sockets
Layer encryption
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Along with magnetic stripe cards, smart cards are and will increasingly be used for payments.
Smart cards are at present overwhelmingly plastic credit cards with an embedded computer chip. Until
recently, many smart cards operated using proprietary rather than common standards. A standard set
of specifications, EMV, has been developed and is being used increasingly so that the chips on smart
cards are interoperable. Korea and Japan are among the most advanced countries in Asia for smart
card payments, with Malaysia catching up fast due to government mandates for banks to issue smart
cards. Most credit and debit cards are expected to be issued or reissued as smart cards by 2008 or
earlier.

Over time, the chip for payment can be expected to move onto other devices. A “smart card”
might then become the computer chip in a phone, PDA or other device that can perform the same
function as chip in a plastic card, eliminating the need for the actual plastic card. Smart cards could
thus evolve into “smart phones”, “smart PDAs” or other “smart” devices.

Internet
Online payments involve the customer transferring money or making a purchase online via the

internet. Consumers and businesses can transfer money to third parties from the bank or other account,
and hey can also use credit, debit and prepaid cards to make purchases online.

Current estimates are that over 80% of payments for online purchases are made using a credit
card or debit card. At present, most online transactions involve payment with a credit card. While
other forms of payment such as direct debits to accounts or pre-paid accounts and cards are increasing,
they currently represent a less developed transaction methodology.

Mobile Payments
Mobile phones are currently used for a limited number of electronic transactions. However, the

percentage seems likely to increase as mobile phone manufacturers enable the chip and software in the
phone for easier electronic commerce.

Consumers can use their mobile phone to pay for transactions in several ways. Consumers may
send an SMS message, transmit a PIN number, use WAP to make online payments, or perform other
segments of their transaction with the phone. As phones develop further, consumers are likely to be
able to use infrared, Bluetooth and other means more frequently to transmit full account data in order
to make payments securely and easily from their phone.

Additionally, merchants can obtain an authorization for a credit or debit card transaction by
attaching a device to their mobile phone. A consortium in the US also recently announced Power
Swipe, for example, which physically connects to a Nextel phone, weighs 3.1 ounces, and
incorporates a magnetic stripe reader, infrared printing port, and pass-through connector for charging
the handset battery.

Financial Service Kiosks
Companies and service providers in several countries, including Singapore and the US, have set

up kiosks to enable financial and non-financial transactions. These kiosks are fixed stations with
phone connections where the customer usually uses a keyboard and television-like screen to
transaction or to access information.
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At AXS stations in Singapore, for example, consumers can make electronic bill payments, send
email or SMS message and make phone calls. Kiosks in the United States enable the customer to send
money via wire transfers, cash checks, make purchases using cash, and make phone calls.

Located at convenient public locations such as bus or subway stations, convenience stores or
shopping malls, these kiosks enable electronic payments by individuals who may not have regular
access to the internet or mobile phones.

Television Set-top Boxes and Satellite Receiver
Specialized boxes attached to a television can also be used for payments in some locations. The

set-top box attaches to the television and a keyboard or other device, and customers can make
purchases by viewing items on the television. Payment is made electronically using a credit card or
other account. While usage is presently low, it could grow substantially in countries with a strong
cable or satellite television network.

Biometric Payments
Electronic payments using biometrics are still largely in their infancy. Trials are underway in the

United States, Australia and a limited number of other countries. Most biometric payments involve
using fingerprints as the identification and access tool, though companies like Visa International are
piloting voice recognition technology and retina scans are also under consideration. Essentially, a
biometric identifier such as a fingerprint or voice could replace the plastic card and more securely
identifies the person undertaking the transaction. The electronic payment is still charged to a credit
card or other account, with the biometric identifier replacing the card, cheque or other transaction
mechanism.

Electronic Payments Networks
Various countries have electronic payments networks that consumer can use to make payments

electronically. ACH (Automated Clearing House) in the US, domestic EFTPOS networks in Australia
and Singapore, and other networks enable electronic payments between businesses and between
individuals. The consumer can go online, to a financial service kiosk or use other front-end devices to
access their account and make payments to businesses or other individuals.

Person-to-Person (P2P) Payments
P2P payments enable one individual to pay another using an account, a prepaid card or another

mechanism that stores value. PayPal in the US, which was recently purchased by Ebay, is one of the
most frequently used P2P mechanisms. The Tower Group estimates that the volume of P2P payments
will grow from 105 million transactions in 2002 to 1.4 billion transactions by 2005. P2P payments can
be made through a variety of means, including services like PayPal, transfers using card readers, or
other. In the future other devices, such as mobile phones or PDAs, could also be used to enable P2P
electronic payments.
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Types of e-Payment and Initiatives

RISKS AND SECURITY CONSIDERATIONS

Risks
There are several ways in which the computer can be dangerous to users. The following is a

partial list:
 It is possible to bring viruses into an individual computer or an entire network. These viruses

can seriously disrupt or even destroy important work.
 Users can be spammed with vast quantitative of useless email. This overabundance of

useless information can cause people to miss important information or to waste time wading
through the useless information.

 People can be cheated by con artists who advertise seductive products on the Internet.
 Information that is presented as accurate or important may be inaccurate and misleading.
 Children may encounter information that their parents and teachers don't want them to

encounter. Examples include sexually explicit content, hate literature, bomb-building
information, confusing religious prosylitization, and misinformation about cults and satanic
materials.

 People can be tempted to do illegal or improper things on the Internet. Examples include
gambling and the perpetration of pranks or criminal activity.

 Users can become addicted to the Internet.

Private
Customer
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These problems can occur when anyone uses the Internet. The present chapter will focus on the
problems most likely to arise in school.

Viruses
A virus is a program that replicates itself on computer systems by incorporating itself into other

programs that are shared on a system. They are dangerous, because they can cause bad things to
happen. For example, the virus may erase important files or cause the computer to crash.

There is a good possibility that students and teachers could contaminate their computers or local
area network (LAN) with viruses by engaging in indiscrimate use of the Internet.

It is important to precautions against viruses. For example, a virus scan program such the
the McAfee programs scans new disks and downloaded software and either cleans up or refuses to
download files that are probably contaminated. In addition, it is important not to open any e-mail
attachments from people you don't know.

Spam
The term spam most often refers to an e-mail message sent to a large number of people without

their consent. This sort of message is also known as Unsolicited Commercial E-mail (UCE), or junk e-
mail. Spam is also found in the newsgroups, where it refers to identical and irrelevant postings to
many different newsgroups. Usually this posting has nothing to do with the particular topic of the
newsgroup it is posted in.

Spamming is considered to be a serious violation of netiquette and many ISPs are developing
anti-spam methods to fight and eliminate spammers.

The most common forms of spam in your In-Box are:
 Chain letters;
 Pyramid schemes (including Multilevel Marketing, or MLM);
 Other “Get Rich Quick” or “Make Money Fast” (MMF) schemes;
 Offers of phone sex lines and ads for pornographic websites;
 Offers of software for collecting email addresses and sending spam;
 Offers of bulk e-mailing services for sending spam;
 Stock offerings for unknown start-up corporations;
 Quack health products and remedies; and
 Illegally pirated software.

Spam is dangerous not only because it is annoying, but also because it causes readers to miss
more important messages. In addition, spam may also spread viruses, and they are likely to contain
malicious offers from con artists.

The best way to deal with spam is to filter it. A filter is an electronic strategy for recognizing
messages from certain addresses or whose titles contain certain words and deleting those messages.
Short of filtering, the next best strategy is to recognize spam and to delete it without bothering to read
it. For example, messages that are sent to you as Blind Carbon Copies (BCC) with no initial recipient
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are almost always spam, as are messages that contain the words “free,” “nubile,” or “nekkid.” Note
that it is also a good idea to avoid spam-like words in your own e-mail messages or newsgroup
postings - recipients are likely to perceive them to be spam and either filter or trash them.

The worst thing to do with spam is to respond to it. A subtle form of spam is the offer to delete
you from the message list if you send an "unsubscribe" message. Although this sometimes works, the
result is often that the spammer simply puts you on yet another list.

Misleading Information
A couple of years ago a fascinating speech by Kurt Vonnegut appeared on the Internet. The most

interesting thing about the speech was that although it certainly sounded like something he might have
written, Vonnegut was not the author. The speech was something a newspaper columnist had written,
and someone else had simply inserted Vonnegut's name and put it into circulation on the Internet.

Robert Harris recommends using the CARS criteria to evaluate the quality of Internet
information. That is, if you check a report's Credibility, Accuracy, Reasonableness, and Support, you
can minimize your chances of getting burned by false information on the Internet (or anywhere else,
for that matter).

It is absolutely absurd to believe that “if it's on the Internet, it must be true.” The plain truth is
that anybody can put anything on the Internet, and so extreme skepticism is in order. Always consider
the source and verify unusual information before repeating it.

Dangers to Children and from Children
Students can get into trouble - or cause it - when they are using the Internet. Problems range from

students being suckered by a clever sales ploy while doing a homework assignment to wasting their
time reading pornography to accidentally bringing viruses into the school's computer network. In
addition, some students have a tendency to enjoy perpetrating pranks. They may perceive the Internet
as an exciting forum for their escapades, and they may believe that they can get by with these pranks if
they perceive that they are under minimal supervision in school.

For example, within one week recently we read in online newspapers about the following events:
 U.S. Secret Service agents visited a high school to interograte a student who had sent

threatening e-mail messages to the President of the United States via a computer in the high
school's lab.

 Students hacked into administration files at their high school, deleting information from
records.

 High school students tampered with and damaged school software.
 Two students introduced a floppy disk full of computer viruses into the school's system,

causing enough damage that a computer specialist was needed to clean it up.

Whatever the exact nature of the problem, it seems reasonable to protect students from the
Internet - and to protect the Internet from students.
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Protecting Children on the Internet
A major fact of life in North America is that we live in a diverse society in which people value

that diversity and protect it by law. This means that people are allowed to express ideas that others
find repulsive. The normal way that responsible parents have dealt with this freedom of expression in
pre-Internet days has been by telling their children that “Uncle Bill has weird ideas” or by telling them
to “Stay away from the bar on Elm Street.” If a church taught “strange” beliefs, parents would simply
not take their children there or would discuss what they thought was pernicious about those beliefs.

With the Internet, however, children can find their ways to websites and encounter people that
their parents may not even know about. And so, there is a legitimate concern that children need to be
protected from harm when they use the Internet.

Actually, the preceding description of the “good old days” was a pious exaggeration. To a large
extent, many children have always had access to people and information of which their parents
disapproved; and there is little evidence that children raised in a puritanically sanitized home grew up
with fewer problems than those who encountered beliefs at variance with those of their parents. The
way in which parents reacted to dissonant beliefs and taught their children to handle “bad ideas” has
always been more important than the degree to which parents shielded their children from different or
bad people and ideas. This distinction is still valid when we consider the problem of protecting
children from “bad” information and people on the Internet.

The key problem is that children could encounter persons and information on the Internet that
their parents and teachers don't want them to encounter. Sometimes the problem is that children
simply waste time (as by playing games or chatting online when they should be doing something more
productive), but sometimes the problem is that children encounter some sort of danger (as when they
find pornography or instructions for building pipe bombs or they develop friendships with strangers
who may have malevolent intentions).

Considerable concern focuses on the possibility of sexual exploitation on the Internet. The
National Center for Missing and Exploited Children in Alexandria, Va., surveyed 1,501 youngsters
age 10 to 17 and found:

 One in five Internet users received a sexual solicitation or approach over the Internet in that
year.

 One in 33 received aggressive sexual solicitation, including trying to arrange a meeting, gifts
of meals or money, and phone calls.

 One in four had an unwanted exposure to sexually explicit material.

In examining these numbers, keep in mind that sexual solicitation and related problems can occur
anywhere, not just on the Internet. It is possible that if we educate children to view this sort of thing as
a dangerous nuisance on the Internet and to react properly, their increased vigilance and responsibility
will help them live safer lives even when they are off the Internet.

These dangers are not new. In the old days it was possible for children to meet bad people or read
bad books during unsupervised visits to the library. In Angela’s Ashes, Frank McCourt describes how
he engaged in sexual fantasies by reading Butler’s Lives of the Saints while growing up in a backwater
Irish town.
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Our opinion is that the advantages of the Internet are so overwhelming as to make it worthwhile
to take the effort to overcome these problems. There are three basic strategies for dealing with the
problems the Internet poses for children.

1. Educate the children explain a solid value system to them and help them realize that there are
both good things and bad things on the Internet. Help them understand that an Internet
activity that superficially seems like fun can actually be harmful. For example,
 People who are not cautious really can get viruses through the Internet.
 People really do steal passwords and charge lots of expenses to the accounts of

innocent victims.
 40-year-old men with prison records for child abuse really do try to seduce 13-year-old

girls via websites and e-mail.
However, keep in mind that
 There are laws against these activities.
 The police and public agencies are actually fairly successful in enforcing these laws.
 If people are careful, they can avoid being hurt over the Internet.

Guidelines for educating children in Internet use can be found in the Online Links at the end
of this chapter.

2. Supervise children when they use the Internet. In a classroom, a simple way to do this is to
have the screens set up so that the teacher can see what the students are doing on the
computers. [etc.]

3. Use software or web gateways that are designed to protect children.

The web gateway idea sounds like a natural. However, it's far from perfect. Click here for a
detailed discussion of filtering systems designed to protect children from harmful Internet information.

Some child protective websites are simply online places where kids are not likely to do or see
bad things. Examples include FreeZone, Headbone, and KidsCom, which are described in the Online
Links at the end of this section of this chapter. Their chat rooms for kids have human experts who
serve as monitors to keep the participants on the straight and narrow path. That's the upside. The
downside is that these sites give children access to almost none of the major advantages of the Internet.
For example, children using these sites cannot read a newspaper story from a distant city, visit a
museum a thousand miles away, follow the progress of Antarctic explorers, look up information in the
Library of Congress, check out the possible errors in a movie through the Internet Movie Database, or
find out whether a suspicious-sounding allegation about people belonging to a different ethnic group
is true.

In addition, sometimes these sites focus so heavily on sanitizing their sites that they sacrifice
accuracy of information. For example, we found on one site a snappy little quiz that gave us this
question: “Our bodies need ________ to make important things like enzymes and insulin.” The
options were variety, zinc, oxygen, and sleep; and the “correct” answer was zinc. If you've seen a
body making enzymes without sleep or zinc - well, that information ought to be appearing in
the National Enquirer real soon! Our point is that we wouldn't want to hire teachers who were
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incredibly uninformed, even if they refrained from telling dirty jokes. Probably we should make
similar demands of websites that claim to protect kids while educating them.

Preventing Kids from Doing Harm

Internet Addiction
It is dysfunctional to spend a disproportionate amount of time doing any activity to the

determinant of other activities that are more important. Conceptually, it is equally destructive (and
potentially addictive) to spend too much time engaged in any of the following sets of activities:

 playing computer games
– playing poker
– playing bingo

 sending e-mail messages with goofy or idle content
– writing notes to friends with goofy or idle content

 chatting endlessly in Internet chat rooms
– gossiping over the back fence or on the telephone

 surfing websites for fun when you should be doing something else
– reading popular novels when you should be doing something else
– watching the soaps or professional football when you should be doing something else

On the other hand, all of the above can be productive activities, as long as they are done in
moderation and kept in perspective. That is, we can play games to re-energize our minds or to solidify
friendships. We can do this on the Internet as well as in our homes or in social halls. We can send
email that is productive and enriches our lives. The fact that we send a large amount of email can be
productive as easily as it can be addictive.

When we were young, children were considered to be “studious” if they spent a large amount of
time reading library books or participating in extracurricular activities that enriched their minds. These
activities were “bad” (today we might say “dysfunctional” or “addictive”) only if they detracted from
something more important - such as important school activities, family obligations, or normal social
development.

It is our contention that “Internet addiction” should be viewed in this same context. If something
harmful transpires because a person is spending too much time on the Internet, then this should be
treated as a problem, in the same way as any other dysfunctional or addictive behaviour. The notion
that the Internet is potentially dangerous because of its addictive nature is probably a misguided notion
from pop psychology and television talk shows - to which people have become addicted.

Security Considerations

Introduction
Before the great explosion of interest in the World Wide Web, it was common practice to run

utilities or programs on the Internet that would interrogate specified remote computers to locate
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friends or colleagues and see if they were logged on. You could then communicate with them in real-
time over the network or connect temporarily to their disk drive to exchange files.

The Internet was virtually wide open, operating with a high level of trust and a low level of
security. Now, because there are millions of users, security has become a huge concern. Companies
are securing their networks to prevent uncontrolled or unsolicited access to their private networks
from the outside.

This chapter explores some of the issues surrounding network security.

Common System Security Issues
The following sections discuss common security issues that you must consider when setting up

Forms Server in a networked environment:
 User Authentication
 Server Authentication
 Authorization
 Secure Transmission (Encryption)
 Firewall
 Virtual Private Network (VPN)
 Demilitarized Zone (DMZ)

User Authentication
Authentication is the process of verifying that a user who logs into a network or database has

permission to log in. Examples of authentication include the use of a user name and password when
logging into a local-area network (LAN) and the use of digital certificates when sending or receiving
secure e-mail over the Internet. An organization can use various types of authentication processes
depending on the level of security desired and the type of network or database that is being protected.
But in the end, the goal of authentication is to ensure that only approved users can access the network
or database and its resources.

In the case of Forms Server, running a Forms application over the Web resembles the traditional
client/server environment, where the application user logs on as a database user by identifying him or
herself using a username/password combination.

Because Forms Server allows you to deploy your Forms applications to hundreds of users over
the Internet, there is a risk that unauthorized users may illegitimately capture data being transmitted on
a network (via asniffer), intercept authentication information, and gain access to applications or the
server environment. Therefore, you must implement additional security features, such as encryption
and firewalls, when deploying applications over the Internet.

Server Authentication
With server authentication, a client machine verifies that a server is who it claims to be. For

example, when a client sends confidential data to a server, the client can verify that the server is secure
and is the correct recipient of the client's confidential data.
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If you use the HTTPS communications mode, which uses HTTP 1.1 with SSL (secure sockets
layer), data transmission is encrypted and server authentication is conducted over the Internet. Server
authentication is accomplished using digital certificates. When a client browser connects to a server,
the server presents its certificate. Servers are issued certificates from certifying authorities (CAs). CAs
are companies that issue certificates to individuals or companies only after verifying the individual or
company's identity.

 For client browsers using JInitiator, Forms Server 6i HTTPS mode trusts (by default)
certificates issued by the following CAs:

– VeriSign, Inc. - Class 1, 2, 3 Public Primary Certification Authority
– RSA Data Security Inc. - Secure Server Authority
– GTE CyberTrust Solutions Inc.- CyberTrust Global Root
– GTE Corporation.- CyberTrust Root

If you want to use another CA or another type of certificate, additional configuration steps
are required because the certificate will not automatically be trusted by Oracle Forms. If you
decide to use HTTPS mode with JInitiator, you will need to install Oracle Wallet Manager in
order to create certificate requests and manage certificates.

 For client browsers using Native Internet Explorer, any certificate trusted by Internet
Explorer can be used. If you want to use a CA that is not trusted by Internet Explorer by
default, see the CA's instructions.

Authorization
Authorization is the process of giving authenticated users access to the network or database

resources they need. It also prevents them from accessing resources they don't need or don't have
permission to use. For example, a manager may be authorized to access tables that contain employee
payroll information, but a stock clerk would not be authorized to access this information. The methods
used to enforce network and database resource authorization vary depending on the level of security
desired and the type of network or database being protected.

In the case of Forms Server, when a user is authenticated, a database role is assigned to the user,
which grants permission to view or modify data in the database. (This is a form of authorization.) The
user's identity is also used to set application roles.

Secure Transmission (Encryption)
When information is transmitted over lines of communication, whether they be coaxial cable,

telephone lines, fiber optics, or satellite, there is the risk that the communication can be intercepted by
third parties. Often, the information can be intercepted without the sender or receiver ever knowing
the data was compromised.

The most common method of securing transmission is to encrypt the data. When encryption is
used, the sender and receiver of the data have a “key” that can encode and decode the information.
When the data is sent, the sender's key is used to encode the information using a mathematical
algorithm. The receiver's key decodes the information. If a third party intercepts the encoded data
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while it is in transit, the data is illegible and useless unless the third party gains access to the key or
“cracks” the algorithm's code.

The methods used to encrypt data vary depending on the level of security desired and the type of
network over which the data is being transmitted. For example, symmetric encryption can be used if
network speed is paramount. Popular symmetric cryptosystems use RC-4 and Data Encryption
Standard (DES). Asymmetric encryption is highly secure, but costs in network performance. Popular
asymmetric cryptosystems use Diffie-Hellman (DH) and Rivest Shamir Adlemen (RSA).

You should research the encryption methods included with your network, firewall, and/or VPN.
Forms Server provides the following encryption options to improve data transmission security:

 HTTPS communication mode: This mode uses HTTP 1.1 with SSL (secure sockets layer).
The HTTPS communication mode provides up to 128-bit encryption. It also provides server
authentication using digital certificates. See Section 5.7, "Setting Up the HTTPS Connection
Mode" for information about how to set up HTTPS mode.

 ORA_ENCRYPT_LOGIN: Use this environment variable to encrypt usernames and
passwords for Forms Server login.

 DBLINK_ENCRYPT_LOGIN: Use this environment variable to encrypt usernames and
passwords for database login.

 FORMS60_MESSAGE_ENCRYPTION: Use this environment variable to encrypt Forms
messages using RC4 40-bit encryption. Applies only to socket and HTTP communication
modes. (By default, communication is encrypted.)

 FORMS60_HTTPS_NEGOTIATE DOWN: Use this environment variable to direct 128-
bit servers on how to handle clients that are configured for lower-level encryption. A TRUE
setting will cause the server to use the highest level of encryption available to the client. A
FALSE setting will cause the server to reject the client requests unless the client uses 128-bit
encryption.

 DSA (Digital Signature Algorithm): This algorithm is used by the Forms Server applet for
digital signatures.

 Net8 SNS/ANO: This encryption scheme is used to encrypt transmission between the
database and Forms Server.

Firewall
A firewall is usually a combination of hardware and software that filters the types of data that can

be received by your network. For example, a firewall can be configured to allow only HTTP traffic
through to the protected network. A firewall also keeps your network's IP address anonymous so that
it is not accessible to outside computers. Outside traffic that is authenticated and permitted access to
your network is redirected from the firewall IP address to the network IP address. The firewall is your
private network's first line of defense against intrusion.

If your network security system includes a firewall, be sure to configure the Forms Server
listener to use the HTTP socket connection or HTTPS socket connection rather than the standard
socket connection. This is because a firewall will disable many common services at the packet or port
level, including standard Forms messaging. HTTP is a service that is allowed to pass through firewalls.
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Virtual Private Network (VPN)
A Virtual Private Network (VPN) is an authenticated connection between two networks or

between a network and a remote user where communication is considered completely private. Special
"tunneling" software on both the network and the remote user's computer create a secure, encrypted
connection over public lines -- even via an Internet Service Provider (ISP). If the remote user does not
have the appropriately configured VPN software, it cannot create a VPN with the network.

Often, a VPN setup includes a firewall. Be sure to configure the Forms Server listener to use the
HTTP socket connection or HTTPS socket connection rather than the standard socket connection. This
is because a firewall will disable many common services at the packet or port level, including standard
Forms messaging..

Demilitarized Zone (DMZ)
A Demilitarized Zone (DMZ) is an isolated environment in your network that does not contain

confidential information. For example, you may have a network where application servers are within
the demilitarized zone, but all database servers are within the protected network. Then, if the
demilitarized zone's security is compromised, confidential data is not exposed to the intruder.

Simple Steps to Improve Security
Here are some steps that can help reduce the risks associated with network security:
 Discourage users from lending their username/password to unauthorized users.
 Enforce a strict authorization scheme with clear database roles that match various user

profiles, such as Order Entry Clerk, Executive Officer, Product Marketer, and so on. Each
role restricts permissions to modify or even view data according to the user profile.

 Carefully manage user accounts by removing users who no longer need to access servers or
databases and by enforcing password aging.

 Use the HTTPS connection mode for encryption and digital certificate authentication.
 Use ORA_ENCRYPT_LOGIN and DBLINK_ENCRYPT_LOGIN to encrypt the usernames

and passwords that are being transmitted.
 Use encryption, such as FORMS60_MESSAGE_ENCRYPTION and Net8 SNS/ANO,

whenever possible to avoid exposing confidential data to intruders.

The following are network security considerations that seem obvious, but are often overlooked:
 Control physical access to server machines so that unauthorized people cannot enter the

building and access them.
 Implement a rigorous data backup system, including the secure storage of backup media.
 Remove or minimize the use of easily compromised services such as telnet and ftp.
 Install all security-related operating system patches.
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LEGAL ISSUES

Introduction
With the increasing numbers of people, businesses and Government agencies using computer

networks, legal issues are being highlighted as differing expectations are imposed upon the Internet,
ranging from attempts to control access to content to attempts to regulate the activities of people using
the global networks.

As Internet usage rises, competing interests are seeking to apply the law in traditional ways or to
expand legal controls over international links or analogous legal contexts. In some areas, traditional
legal remedies are being used effectively - in others the global nature of the Internet challenges
cultural insularity and the ability of local law-enforcers to influence conduct outside their jurisdiction.

1. Hacking
In this context, I particularly refer to malicious or fraudulent behaviour rather than the milder

European definition that includes probes of computer networks by curious youngsters. The Dutch
Internet Service Provider, xs4all.nl, had a policy for many years of offering 6 months' free access to
anyone who could obtain unauthorised access privileges, as a relatively benign form of security testing.
However, in its undoubtedly criminal form, the term “hacking” is better described in terms of harmful
access to private information leading to abuse of that knowledge or malicious damage to that data.

Early convictions for “hacking” offences were notoriously uncertain - authorities veered between
confusion as to whether a crime had been committed or to the other extreme of gross overreaction. For
example, a few early convictions for unauthorised access to a network were prosecuted as theft of
minute amounts of electricity or calculated by reference to cost of provision of the access improperly
obtained. Typically the young offenders were placed on good-behaviour bonds for conduct involving a
few dollars’ theft yet liable to penalties of many years in prison. A few unlucky hackers were “made
examples of”, and sentenced to long gaol terms, many others were not prosecuted as authorities and
system operators were uncertain as to whether a law could, or should, be applied.

2. Encryption
This is receding as a controversial legal issue as the results of the efforts of Phil Zimmermann

and his program “Pretty Good Privacy”. Despite the best efforts of the United States and fellow
members of the anti-cryptology treaty “The Wassenaar Arrangement”, the program was widely
distributed through mirror sites all over the world. The program's essential feature was the ability to
encrypt at any level of protection desired by the user, notwithstanding that military intelligence and
law enforcement bodies did not want the public to have military-grade encryption for personal use.

From a state-security perspective, it was an unacceptable risk for terrorists, spies and criminals to
be able to encrypt communications so effectively that it was beyond the ability of Government to
resolve to plain text. However, suppression of mathmatics was ever a losing strategy, and Phil
Zimmermann and his supporters made the algorithms and code required for strong encryption
available to anybody for any purpose. While the Governments were concerned and made to look
powerless as treaty obligations and aspirations were sidestepped, simultaneously the availability of
more powerful computers and networked decryption programs made weak encryption useless as a
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security protection for e-commerce. Once the Electronic Frontiers Foundation had established that
standard bank-grade encryption could be cracked, the pressure from the banking industry and online
merchants to continuously raise the strength of encryption to exceed the capacity of unknown
individuals to decrypt became overwhelming.

3. Censorship
Whether one agrees or disagrees with censorship of Internet content, there are legal issues

relating to implementation of a censorship regime by any national Government. Early attempts to
control offensive material on the Internet by State and Territory authorities were hampered by ad hoc
enforcement and imperfect analogies with classification schemes relating to offline media. In the early
nineties, prosecution was based on subjective judgements by local authorities, leading to police action
over material ranging from rude jokes to pictorial evidence of child sexual abuse.

Victoria, Western Australia and the Northern Territory opted in the mid-nineties to legislate in
relation to the obligations of systems administrators to control the availability of criminalised content,
unfortunately begging the question as to the impact on cross-jurisdictional access to content deemed
illegal in one State or Territory but not specifically criminalised in another. For example, WA and NT
permitted networks which permitted access to material unsuitable for children whilst Victoria did not.
Following a series of Federal studies and reports, last year the Federal Government enacted the
Broadcasting Services Act that banned certain material nationwide and imposed particular
requirements on the operators of publically-accessible networks

4. Harassment
With more people getting online comes all of the frictions of the offline world. As the Internet

becomes less of a curiousity and more of a basic communications resource, it is to be expected that
inter-user friction will increase at least proportionately. Because of the relative anonymity of Internet
interactions, and that people are not necessarily resident within the same locality, there appears to be
an added element of risk-taking in personal expression that often leads to friction. The term "flaming"
reflects the normality of robust debate, personal attacks and aggressive email that characterises the
Internet forums such as Internet Relay Chat, Usenet newsgroups, mailing lists and web-based
chatrooms.

Equally, the ersatz confidentiality of e-mail communication leads to romances and friendships
developing across national borders and going through the twists and turns of human relationships.
Threats and offensive behaviour are arguably as upsetting in the online world as in the offline world,
perhaps even occasioning an added degree of seriousness when coupled with computer-based attacks
such as viruses, forgeries and denial of service attacks.

5. Defamation
Australian law generally follows the British tradition of allowing people and companies to

recover damages for loss of reputation under the laws of libel and slander, without the exceptions
relating to freedom of expression guaranteed under the US Constitution.

For a system operator, the traditional laws of defamation result in liability being placed upon the
network as a secondary publisher of defamatory material once the system operator becomes aware of
that material and fails to immediately remove it. It is settled law that a post to the Internet or a web
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page may be defamatory, and apart from being able to sue the originator of the offending material, the
defamed person may also sue all distributors of that material as secondary publishers, subject to those
notice requirements.

A famous online litigant, Laurence Godfrey, has successfully used the laws of defamation and
the international legal quagmire to obtain monies by suing ISPs for permitting material alleged to be
defamatory to continue to be available from their network. The Melbourne PCUG, New Zealand
Telecom and British ISP Demon Internet are among his defendants who have found it cheaper to pay
than to defend claims of defamation, especially in the context of litigation across jurisdictions. It is
relatively cheap to start a defamation case compared with the enormous costs of proving the issue in
Court - consequently it makes commercial sense to pay a smallish sum of damages to a Plaintiff rather
than incur the expense of defending a trial, however meritorious the defence may have been.

6. Copyright
This year's hot legal issue relating to Internet usage has been copyright violations, especially in

relation to distributed piracy networks and the Napster program and service. Owners of intellectual
property have ever been in the forefront of test cases involving computer networks, and already the
Napster case has given rise to unusual legal precedents as national copyright laws try to tackle
unauthorised distribution of musical works. Equally, the litigation which followed the so-called DVD
crack demonstrated the vigour with which owners of intellectual property are prepared to defend their
exclusive rights to licence distribution and modification of that I.P.

Like defamation, copyright violation becomes the problem of the network operator once notice
has been given - even under the relatively modern approach taken in the proposed amendments to the
Federal Copyright Act. The duty of a network administrator to prevent notified abuses of copyrights
has already extended to blocking propagation of newsgroup articles and using technical means to
reduce the incidence of such abuse. It is arguable that this duty may extend in the future to black-
banning alleged offenders, blocking Napster traffic or sampling web pages.

7. Privacy
One of EFA's chief concerns relates to online privacy, and the extent to which connected

networks can lead to aggregation of databases and data mining. Whilst generally EFA is of the view
that existing laws adequately regulate online activity, privacy is a special case because of the
magnitude of intrusion occasioned by global access and computer-assisted search facilities. The recent
furore over the Crimenet site is one such instance, the concerns about the Packer private database
company Acxiom another. Obvious examples of problems with aggregated databases include
instances of two separate databases being combined and cross-referenced to the potential detriment of
those listed therein - such as the example where a health insurance company purchases a hospital.
Similarly, the sale by the Australian Tax Office or the Australian Electoral Commission of
information obtained under compulsion of law in a form ready-made for spamming challenges notions
of fair use of gathered data and individuals' rights to be left alone.

8. Illegal Content
While the Internet censorship debate in this country has focused on pornography, it should not be

ignored that the borderless Internet also frustrates attempts to regulate information of other kinds. The
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benign network effect of “disintermediation” (cutting out the middle-man) which permits such
socially-useful material as online professional databases also permits unqualified opinion to flourish
next to traditional and regulated sources of information.

Conclusion
For a content provider, the issues discussed above are fundamental as to liability for criminal

prosecution, civil liability and whether an e-business is permitted, and as such is of immediate
professional interest. For a network administrator, the issues of concern are more likely to impact via a
secondary liability for content hosted or transmitted, or alternatively the vicarious liability for the
conduct of one's employees. An employer is liable for the conduct of employees to third parties, even
if that conduct was not authorised or permitted if proper monitoring procedures were not put in place.

Ultimately the challenge of participation in a global network is manifesting in the erosion of
influence of national authorities in favour of international ones, notwithstanding that attacks and
litigation from afar are undoubtedly greater risks. While the public, worldwide, comes to terms with
the new sources of information and other content, the ability and the will of national Governments to
continue regulation of various types of behaviour is reducing at the same time as individuals are
becoming capable of suing citizens of other countries. As one of the world's oldest professions, law is
now confronting the challenge of adapting to a global online future as well as other older professions,
or risking irrelevance where the laws of different nations substantially conflict

OTHER EMERGING TECHNOLOGIES

Online Electric Vehicles (OLEV)
Wireless technology can now deliver electric power to moving vehicles.

In next-generation electric cars, pick-up coil sets under the vehicle floor receive
power remotely via an electromagnetic field broadcast from cables installed
under the road. The current also charges an onboard battery used to power the
vehicle when it is out of range. As electricity is supplied externally, these
vehicles need only a fifth of the battery capacity of a standard electric car, and
can achieve transmission efficiencies of over 80%. Online electric vehicles are
currently undergoing road tests in Seoul, South Korea.

3-D printing and Remote Manufacturing
Three-dimensional printing allows the creation of solid structures from a

digital computer file, potentially revolutionizing the economics of
manufacturing if objects can be printed remotely in the home or office. The
process involves layers of material being deposited on top of each other in to
create free-standing structures from the bottom up. Blueprints from computer-
aided design are sliced into cross-section for print templates, allowing
virtually created objects to be used as models for “hard copies” made from

plastics, metal alloys or other materials.
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Self-healing Materials
One of the defining characteristics of living organisms is their inherent ability to repair physical

damage. A growing trend in biomimicry is the creation of non-living structural
materials that also have the capacity to heal themselves when cut, torn or
cracked. Self-healing materials which can repair damage without external
human intervention could give manufactured goods longer lifetimes and reduce
the demand for raw materials, as well as improving the inherent safety of
materials used in construction or to form the bodies of aircraft.

Energy-efficient Water Purification
Water scarcity is a worsening ecological problem in many parts of the

world due to competing demands from agriculture, cities and other human
uses. Where freshwater systems are over-used or exhausted, desalination
from the sea offers near-unlimited water but a considerable use of energy –
mostly from fossil fuels – to drive evaporation or reverse-osmosis systems.
Emerging technologies offer the potential for significantly higher energy
efficiency in desalination or purification of wastewater, potentially reducing
energy consumption by 50% or more. Techniques such as forward-osmosis

can additionally improve efficiency by utilizing low-grade heat from thermal power production or
renewable heat produced by solar-thermal geothermal installations.

Carbon Dioxide (CO2) Conversion and Use
Long-promised technologies for the capture and underground

sequestration of carbon dioxide have yet to be proven commercially viable,
even at the scale of a single large power station. New technologies that
convert the unwanted CO2 into saleable goods can potentially address both
the economic and energetic shortcomings of conventional CCS strategies.
One of the most promising approaches uses biologically engineered
photosynthetic bacteria to turn waste CO2 into liquid fuels or chemicals, in

low-cost, modular solar converter systems. Individual systems are expected to reach hundreds of acres
within two years. Being 10 to 100 times as productive per unit of land area, these systems address one
of the main environmental constraints on biofuels from agricultural or algal feedstock, and could
supply lower carbon fuels for automobiles, aviation or other big liquid-fuel users.

Enhanced Nutrition to Drive Health at the Molecular Level
Even in developed countries millions of people suffer from malnutrition

due to nutrient deficiencies in their diets. Now modern genomic techniques
can determine at the gene sequence level the vast number of naturally
consumed proteins which are important in the human diet. The proteins
identified may have advantages over standard protein supplements in that they
can supply a greater percentage of essential amino acids, and have improved
solubility, taste, texture and nutritional characteristics. The large-scale
production of pure human dietary proteins based on the application of
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biotechnology to molecular nutrition can deliver health benefits such as muscle development,
managing diabetes or reducing obesity.

Remote Sensing
The increasingly widespread use of sensors that allow often passive

responses to external stimulae will continue to change the way we
respond to the environment, particularly in the area of health. Examples
include sensors that continually monitor bodily function – such as heart
rate, blood oxygen and blood sugar levels – and, if necessary, trigger a
medical response such as insulin provision. Advances rely on wireless
communication between devices, low power-sensing technologies and,
sometimes, active energy harvesting. Other examples include vehicle-to-

vehicle sensing for improved safety on the road.

Precise Drug Delivery through Nanoscale Engineering
Pharmaceuticals that can be precisely delivered at the molecular level

within or around a diseased cell offer unprecedented opportunities for more
effective treatments while reducing unwanted side effects. Targeted
nanoparticles that adhere to diseased tissue allow for the micro-scale delivery
of potent therapeutic compounds while minimizing their impact on healthy
tissue, and are now advancing in medical trials. After almost a decade of
research, these new approaches are finally showing signs of clinical utility.

Organic Electronics and Photovoltaic
Organic electronics – a type of printed electronics – is the use of

organic materials such as polymers to create electronic circuits and devices.
In contrast to traditional (silicon-based) semiconductors that are fabricated
with expensive photolithographic techniques, organic electronics can be
printed using low-cost, scalable processes such as ink jet printing, making
them extremely cheap compared with traditional electronics devices, both
in terms of the cost per device and the capital equipment required to
produce them. While organic electronics are currently unlikely to compete
with silicon in terms of speed and density, they have the potential to

provide a significant edge in cost and versatility. The cost implications of printed mass-produced solar
photovoltaic collectors, for example, could accelerate the transition to renewable energy.

Fourth-generation Reactors and Nuclear-waste Recycling
Current once-through nuclear power reactors use only 1% of the

potential energy available in uranium, leaving the rest radioactively
contaminated as nuclear “waste”. While the technical challenge of
geological disposal is manageable, the political challenge of nuclear
waste seriously limits the appeal of this zero-carbon and highly scalable
energy technology. Spent-fuel recycling and breeding uranium-238 into
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new fissile material – known as Nuclear 2.0 – would extend already-mined uranium resources for
centuries while dramatically reducing the volume and long-term toxicity of wastes, whose
radioactivity will drop below the level of the original uranium ore on a timescale of centuries rather
millennia. This makes geological disposal much less of a challenge (and arguably even unnecessary)
and nuclear waste a minor environmental issue compared to hazardous wastes produced by other
industries. Fourth-generation technologies, including liquid metal-cooled fast reactors, are now being
deployed in several countries and are offered by established nuclear engineering companies.

EXERCISE
Q. 1. Write short note on Internet Component.
Q. 2. What is Extranet?
Q. 3. What are legal issues?
Q. 4. Explain Electronic Data Exchange.
Q. 5. Explain Fourth-generation reactors and nuclear-waste recycling.
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