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PREFACE

The Internet of Things (IoT) paradigm promises to make “things” including consumer
electronic devices or home appliances, such as medical devices, fridge, cameras, and sensors, part of
the Internet environment. This paradigm opens the doors to new innovations that will build novel type
of interactions among things and humans, and enables the realization of smart cities, infrastructures,
and services for enhancing the quality of life and utilization of resources. This book presents the
subject in an easily comprehensible manner for the students. The subject has been presented in a
logical sequence, using simple language, and it contains a detailed exposition of the fundamental. A
careful effort has been made to provide a comprehensive coverage of the course.

For us, it was a natural step to start putting our thoughts on paper, with one main focus: be able
to explain the Internet of Things and its challenges using simple and understandable language. This is
what led us to this book.

This book has been written constantly keeping in mind the requirements of all the students
regarding the latest and changing trend of their examinations. The book is supported by a large
number of illustrations. In short, the book is expected to meet the need of T.Y.B.Sc. (IT) students.

This book covers all the theoretical approach as per the syllabus of IOT. Practicals are explained
step by step, so that students can perform easily.

Constructive suggestions and comments from the users will be sincerely appreciated. We would
appreciate hearing from you about any textual errors or omissions which you identify. If you would
like to suggest improvements or to contribute in any way, we would be glad to hear from you.

Please send correspondence to:
sandeepvcbs@gmail.com (Sandeep Vishwakarma)
kiranrktcollege@gmail.com (Kiran Gurbani)
nshukla790@gmail.com (Nitesh N. Shukla)
Last but not the least, we would like to give big lifetime thanks to Mr. S.K. Srivastava (Himalaya

Publishing House Pvt. Ltd.) for providing an environment which stimulates new thinking and
innovations and his support, motivation, guidance, cooperation and encouragement to write this book.
We are very grateful for his support and thank him for his true blessings.

Hope the readers would enjoy the learning process from this book.

Authors
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The Internet of Things:
An Overview

Chapter 1
Unit - I

Chapter Outline
1.1
1.2
1.3
1.4
1.5
1.6

The Flavour of the Internet of Things
The “Internet” of “Things”
The Technology of the Internet of Things
Enchanted Objects
Who is Making the Internet of Things?
Chapter Based Questions

1.1 THE FLAVOUR OF THE INTERNET OF THINGS

Here are the some following things are flavors of IOT.
1. My Train-Schedule Alarm Clock
2. Vitality GlowCap
3. Umbrella with Weather-Forecasting Handle
4. Nike + Health App
5. Transport for London
6. Wheredial
1. My Train-Schedule Alarm Clock:

(a) The alarm rings. As we open our eyes blearily, we see that it’s five minutes later than
our usual wake-up time.

(b) It just a simple state machine that slept until it got close to wake-up time, then started
monitoring the departure boards.

(c) The clock has checked the train times online, and your train must be delayed, so it lets
you sleep in a little longer.

2. Vitality GlowCap:
(a) Medication non-adherence is a major public health dilemma that adversely impacts

patient outcomes and increases health care utilization and associated costs.
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(b) Though there are a number of reasons why patients fail to adhere to medication
regimens, reasons for unintentional non-adherence commonly include: failure to
remember precise timing, proper dosing, or the refilling of prescriptions.

(c) Non-medical adherence may easily compound over time, especially in patients with
chronic conditions, resulting in potentially serious complications and otherwise
avoidable healthcare costs.

(d) Vitality GlowCap is an easy-to-use, comprehensive medication adherence system
comprised of a smart cap and bottle, Vitality Mobile Application, and the Vitality
Medication Adherence Portal.

(e) Automated visual and audible alerts during scheduled dosage windows signal that it is
time for the user to take his or her medications.

(f) A blinking light reminds you it’s time to take your tablets. If you forget, the medicine
bottle cap goes online and emails your doctor, care managers, and trusted family and
friends to let her know.

(g) “Deliver improved medication adherence results through a smart, easy-to-use,
and comprehensive system.”

3. Umbrella with Weather-Forecasting Handle:
(a) A model for appropriate embedded technology, the Forecast umbrella provides

information about the likelihood of rain so that users can make a simple, informed
decision about whether to take their umbrella with them as they leave for home.

(b) Using existing Wi-Fi technology to wirelessly pull information from the internet,
Forecast’s lighted umbrella handle glows more intensely with the increased chance of
precipitation offering a clear and unobtrusive signal to the user.

LED

Electrical Leads

Electrical Contact
Water Barrier
Wifi Receiver
Pulse width Modulation
Micro-Processor
Drainage

Fig. 1.1
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4. Nike + Health App:
(a) A pedometer in your training shoes and a heart monitor in your wrist band help track

your run around the block.
(b) The wrist band’s large display also makes it easy to glance down and see how fast you

are running and how many calories you’ve burned.
(c) All the data is automatically uploaded to your sports tracking site, which also integrates

with your online supermarket shopping account to make it easy to compare with how
many calories you’ve eaten.

5. Transport for London:
(a) The bus company first installed those displays, they ran on the expected timetable

information only, but now that every bus has GPS tracking its location, they simply
connect to the bus company’s online service and always give the updated information.

6. Wheredial:
(a) Your phone checks you in automatically to a location-based service (such as

Foursquare).
(b) On your mantelpiece at home, an ornament with a dial notices the change and starts to

turn so that the text on it points to the word “Travelling”.
(c) Your family will also see later that you’ve arrived at “Work” safely.

1.2 THE “INTERNET” OF “THINGS”
 The Internet of Things (IoT) is the network of physical devices, vehicles, home appliances,

and other items embedded with electronics, software, sensors, actuators, and connectivity
which enables these things to connect and exchange data, creating opportunities for more
direct integration of the physical world into computer-based systems, resulting in efficiency
improvements, economic benefits, and reduced human exertions.

 Connecting everyday things embedded
with electronics, software and sensors to
the internet enabling them to collect and
exchange data.

 IoT (Internet of Things) is an advanced
automation and analytics system which
exploits net working, sensing, big data,
and artificial intelligence technology to
deliver complete systems for a product or
service.

 These systems allow greater transparency,
control, and performance when applied to
any industry or system.

 For example: A temperature sensor sends
temperature data to a process which
determines that the room temperature is
too hot and so sends a signal to turn on the
air conditioning.

Fig. 1.2: Drawing Representing the Internet
of Things (IoT)
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Internet of Things (IOT) Sectors
The IOT will affect many areas of day to day life. Some of the main sectors are:
 Home
 Health medical
 Fitness and wellness
 factory and industry
 Agriculture
 Cars and roads
 Cities

IOT Components
An IOT system comprises three basic Components.
1. The things - sensors actuators, etc.
2. The Network
3. The Platforms, Apps and services
1. The Things - Sensors and Devices:

In contrast to computers and tablets which are the main devices currently connected to the
Internet.
Internet of things devices will mainly be:
(a) Low Power - Power usage and computational Power.
(b) Low cost
(c) Wireless
Examples are Simple sensors - temperature, pressure, etc.
To turn an everyday object like a house or a car into a smart house or car or a “thing” will
require that the object has:
(i) A unique address - IPv6 address

(ii) A way to connect to a network - Wireless
(iii) Sensors e.g. temperature, light, speed, etc.
Sensor: a device that converts a physical parameter to an electrical output.
Actuator: a device that converts an electrical signal to a physical output.

2. IOT Networks:
(a) The Internet of things will utilize the existing networking infrastructure, technologies

and protocols currently used in homes/offices and on the Internet, and will introduce
many more.

(b) Protocols are designed to operate at a particular level in the networking stack.
(c) However because of the requirement for low powered end devices there will be major

developments in the Wireless connectivity protocols.
(d) Wi-Fi and Bluetooth are being actively developed for low powered applications and

there are new connection technologies like LPWAN, ZigBee, 6LoWpan and Thread.
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(e) At the networking level IPv6 is set to become the standard, but in the intermediate time
frame IPv4 will also be used.

(f) At the application level there are a host of new protocols. Some have been available for
a long time like, HTTP and MQTT, whereas others have been developed especially for
the IOT e.g. COAP.

3. IOT Platforms, Apps and Services:
(a) An IOT platform combines several IOT functions in one.

(b) It can collect and distribute data,
convert data between protocols,
store and analyse data.

(c) They are available as cloud based
and standalone platforms and are
available from many companies -
large and small.
Examples

(i) Amazon Web services (AWS)
(ii) IBM Watson Bluemix

(iii) Microsoft Azure
(iv) ThingWrox Fig. 1.3: An Equation for the Internet of Things

IOT Feature
The most important features of IoT include artificial intelligence, connectivity, sensors, active

engagement, and small device use. A brief review of these features is given below:
1. AI: IoT essentially makes virtually anything “smart”, meaning it enhances every aspect of

life with the power of data collection, artificial intelligence algorithms, and networks. This
can mean something as simple as enhancing your refrigerator and cabinets to detect when
milk and your favorite cereal run low, and to then place an order with your preferred grocer.

2. Connectivity: New enabling technologies for networking, and specifically IoT networking,
mean networks are no longer exclusively tied to major providers. Networks can exist on a
much smaller and cheaper scale while still being practical. IoT creates these small networks
between its system devices.

3. Sensors: IoT loses its distinction without sensors. They act as defining instruments which
transform IoT from a standard passive network of devices into an active system capable of
real-world integration.

4. Active Engagement: Much of today’s interaction with connected technology happens
through passive engagement. IoT introduces a new paradigm for active content, product, or
service engagement.

5. Small Devices: Devices, as predicted, have become smaller, cheaper, and more powerful
over time. IoT exploits purpose-built small devices to deliver its precision, scalability, and
versatility.
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IoT − Advantages
The advantages of IoT span across every area of lifestyle and business. Here is a list of some of

the advantages that IoT has to offer:
1. Improved Customer Engagement: Current analytics suffer from blind-spots and

significant flaws in accuracy; and as noted, engagement remains passive. IoT completely
transforms this to achieve richer and more effective engagement with audiences.

2. Technology Optimization: The same technologies and data which improve the customer
experience also improve device use, and aid in more potent improvements to technology.
IoT unlocks a world of critical functional and field data.

3. Reduced Waste: IoT makes areas of improvement clear. Current analytics give us
superficial insight, but IoT provides real-world information leading to more effective
management of resources.

4. Enhanced Data Collection: Modern data collection suffers from its limitations and its
design for passive use. IoT breaks it out of those spaces, and places it exactly where humans
really want to go to analyze our world. It allows an accurate picture of everything.

IoT − Disadvantages
Though IoT delivers an impressive set of benefits, it also presents a significant set of challenges.

Here is a list of some its major issues:
1. Security: IoT creates an ecosystem of constantly connected devices communicating over

networks. The system offers little control despite any security measures. This leaves users
exposed to various kinds of attackers.

2. Privacy: The sophistication of IoT provides substantial personal data in extreme detail
without the user’s active participation.

3. Complexity: Some find IoT systems complicated in terms of design, deployment, and
maintenance given their use of multiple technologies and a large set of new enabling
technologies.

4. Flexibility: Many are concerned about the flexibility of an IoT system to integrate easily
with another. They worry about finding themselves with several conflicting or locked
systems.

5. Compliance: IoT, like any other technology in the realm of business, must comply with
regulations. Its complexity makes the issue of compliance seem incredibly challenging when
many consider standard software compliance a battle.

1.3 THE TECHNOLOGY OF INTERNET OF THINGS

The major enabling technologies and protocols of IoT are RFID, NFC, low-energy Bluetooth,
low-energy wireless, low-energy radio protocols, LTE-A, and WiFi-Direct.
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Fig. 1.4

 Technology’s great drivers have initially been fundamental needs, such as food and water,
warmth, safety, and health.

 Technological advances progress with enabling and controlling the movement of people,
their possessions, livestock, and other resources.

 Storage is a form of movement in time— for example, from harvest time, when food is
plentiful and cheap, to the following winter, when it is highly valued.

 Information becomes key, too — hence, the development of language to communicate
technology to others.

 But the other human needs we looked at haven’t ceased to exist, nor will they. We still need
to eat and drink. We still need light and warmth. We still need love and friendship. We still
need chairs, clothes, and shoes; means of transport and communication; and ways to
entertain ourselves.

 As technology has progressed, new categories of objects have been created: in the
electronic age, they have included telephones, radios, televisions, computers, and
smartphones.

 Demand drives down prices, and research leads to optimization and miniaturization.
 A television screen would originally have physically dominated a living room, not only are

today’s flat-screen panels more compact, but the technology is so ubiquitous that a highre
solution screen capable of displaying television content can be embedded into a door frame
or a kitchen unit, and of course, even smaller screens can find their way into music players
and mobile phones.
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 Computers has become so cheap to produce a general purpose microchip in devices that
your washing machine may contain a computer running Linux, the cash register at the
supermarket may run on Windows, and your video player may run a version of Apple’s OS
X.

 Let’s consider the computers that exist in modern cars: they have myriad sensors to
determine how well the car is running—from oil gauge and the pressure to the internals of
your engine.

 As well as diagnostics, computerized brakes may assist the driver when the processor spots
conditions such as the wheels locking or spinning out of control. All this is local information,
and although the processing and analysis of this data may be highly sophisticated, it will be
limited to whatever your car manufacturer has programmed.

 But perhaps your car also tracks your location using GPS:this is external data.
 High-end cars may communicate the location back to a tracking service for insurance and

anti-theft purposes.
 GPS can be created in real time by “social route planning” based on the data aggregated

from what other connected drivers nearby are doing.
 When the Internet moved out of academia and the military, with the first commercial

Internet service providers (ISPs) opening for business in the late 1980s, the early adopters
of the consumer Internet may have first gone online with a computer running an Intel 486
chip, costing around £1500, or around the price of a small car.

 Amicrochip with equivalent power might set you back around £0.50, or the price of a
chocolate bar. The rapid rise of processing power, and the consequent cost decrease, is not a
new insight: it is widely known as Moore’s law (the rule of thumb, suggested by the co-
founder of Intel, which says the number of transistors you can fit on a silicon chip will
double every 18 months).

 Price it is a qualitative as well as a quantitative change.
 The price of computing power has come down to affordable levels.
 The wealth of programming and debugging resources available for these platforms has

made them attractive to hobbyists and the prototyping market.
 Internet connectivity is also cheaper and more convenient than it used to be.
 Wired Ethernet provides a fairly plug-and-play networking experience, but most home

routers today also offer WiFi, which removes the need for running cables everywhere.
 Another factor at play is the maturity of online platforms.
 This provides a ready ecosystem for other websites to “mash up” a number of services into

something new, enables mobile phone “Apps”, and now makes it easy for connected devices
to consume.

 The online services mature, so too do the tools used to build and scale them. Web services
frameworks such as Python and Django or Ruby on Rails allow easy prototyping of the
online component.

 Cloud services such as Amazon Web Services mean that such solutions can scale easily with
use as they become more popular.
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1.4 ENCHANTED OBJECTS

 Health has been a driver for many quests to find an ingredient for a health potion and for
research into various branches of medicine, pharmacology and surgery, physiotherapy, and
diet.

 Humans have always desired Omniscience, from Snow White’s wicked stepmother asking
“Mirror on the wall, who’s the fairest of them all?”

 Human Connection, even when one’s loved ones are far away, is an urgent, aching need:
the Finnish hero Lemminkäinen’s family know that he has been hurt when the enchanted
comb that he left on the mantelpiece starts to bleed.

 Effortless Mobility invented seven-league boots, flying carpets, and even teleportation.
Through technology, we have invented cars and railways, bicycles, and aeroplanes.

 Creative Expression is fulfilled in stories by the enchanted paintbrushes or magic flutes
and harps, while we have always used technology to devise such creative outlets, from
charcoal to paint to computer graphics, or from drums to violins and electronic synthesizers.

 Technology has always been associated with magic, and so this will be true almost by
default for the Internet of Things.

1.5 WHO IS MAKING THE INTERNET OF THINGS?
 Internet of Things thought leader and entrepreneur Alexandra Deschamps-Sonsino noted at

the Victoria and Albert Museum’s Power of Making Symposium, both these words mean
many things to different people.

Crafts
person

Print-making

2D
3D

2D 3D

3D

2D

3D

2D

Engineer

Graphic design
Typography

Interaction design
User experience

Usability

Painting
Sculpture

Photography
Illustration
Animation

Film

Products
Installations
Interactive

installations

DIY kits
Hardware hacking

platforms
Hacker products
Hardware hacks

Interactive installations

Metalwork
Silversmithing
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Textiles
Geramics

Glass
Jewellery

Products
Furniture
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Architecture
Industrial
Products

Software Proprietary
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Web
Apps Mobile
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Payment

systems Sys
admin
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Fig. 1.5
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Many Person involve and give their contribution to develop an IOT platform are follows:
(a) Crafts Person
(b) Artist
(c) Designer
(d) Engineer
(e) Hacker
(f) Developer

 Artists may collaborate with designers on installations or with traditional craftspeople on
printmaking. Designers and engineers work closely to make industrial products, and
hobbyist “hackers” by their nature, are a diverse group encompassing various technical and
artistic interests and skills.

 The Internet of Things straddles all these disciplines: a hacker might tinker at the prototype
for a Thing; a software developer might write the online component; a designer might turn
the ugly prototype into a thing of beauty, possibly invoking the skills of a craftsperson, and
an engineer might be required to solve difficult technical challenges, especially in scaling
up to production.

1.6 CHAPTER BASED QUESTIONS

1. Define Internet of Things (IoT). Explain the five flavours of the IoT.
2. Explain the IoT stack with diagram.
3. Describe the properties of smart physical objects.
4. Describe the design principles for IoT.
5. What are different sector of IoT?
6. What are different Technology of IoT?
7. Explain the advantages and disadvantages of an IoT.
8. What is Internet of Things? Explain the application of IoT.
9. What is IoT Components? Explain each in details.

10. Explain the features of IoT.
11. Explain the Technology of Internet of Things.
12. What do you mean by Enchanted Objects? Explain.
13. Who is Making Internet of Things? Justify it.
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