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PREFACE

It is a great pleasure for presenting First Edition of Revised syllabus of the Book
“Security in Computing” to the students of B.Sc. (IT). This book is written to cover all
the topics of syllabus prescribed by the University of Mumbai for T.Y.B.Sc. (IT).

Tablets, smartphones, TV set-top boxes, GPS navigation devices, exercise
monitors, home security stations, even washers and dryers come with Internet
connections by which data from and about you go to places over which you have little
visibility or control. At the same time, the list of retailers suffering massive losses of
customer data continues to grow. On one hand people want the convenience and
benefits that added connectivity brings, while on the other hand, people are worried, and
some are seriously harmed by the impact of such incidents. Computer security brings
these two threads together as technology races forward with smart products whose
designers omit the basic. This book includes all the related topics with variety of
examples which is understandable to students.

This book is organized in 5 units.
Unit 1 contains three chapters which covers Information Security Overview, Risk

Analysis and Secure Design Principles.
Unit 2 contains three chapters which covers Authentication and Authorization,

Storage Security and Database Security.
Unit 3 contains four chapters which covers Secure Network Design, Network

Device Security, Firewalls and Wireless Network Security.
Unit 4 contains three chapters which covers Intrusion Detection and Prevention

Systems, Voice over IP (VoIP) and PBX Security and Operating System Security.
Unit 5 contains three chapters which covers Virtual Machines and Cloud

Computing, Secure Application Design and Physical Security.
This book also covers all the University practicals with proper examples.
All necessary care has been taken to avoid mistakes and misprints in the book. Any

suggestions to improve the utility of the book will be gladly accepted. You can send
your suggestion on kiranrktcollege@gmail.com, sandeepvcbs@gmail.com, and
nshukla790@ gmail.com, ravi.maddu8@gmail.com

Authors
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Information Security
Overview

Chapter

1

Chapter Outline

1.1 Information Security
1.2 The Importance of Information Protection
1.3 Understanding the Evolution of Internet Security
1.4 Justifying Security Investment
1.5 Security Methodology
1.6 How to Build a Security Program
1.7 The Impossible Job in information Protection/Significant Information Security

Challenges
1.8 The Weakest Link
1.9 Strategy and Tactics
1.10 Business Processes vs. Technical Controls
1.11 Questions

1.1 Information Security
 Information has been valuable since the dawn of mankind: e.g. where to find food, how to

build shelter, etc.
 As access to computer stored data has increased, information security has become

correspondingly important.
 In the past, most corporate assets were physical, such as factories, buildings, land and raw

materials.
 But Today Information is an asset to all individuals and businesses.
 And far more assets are computer-stored information such as customer lists, proprietary

formulas, marketing and sales information, and financial data.
 Some financial assets only exist as bits stored in various computers.
 Information security, often referred to as InfoSec, refers to the processes and tools designed

and deployed to protect sensitive business information from modification, disruption,
destruction, and inspection

Unit I
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 Information Security is not all about securing information from unauthorized access.
 Information Security is basically the practice of preventing unauthorized access, use,

disclosure, disruption, modification, inspection, recording or destruction of information.
 Information can be physical or electrical one.
 Information can be anything like Your details or we can say your profile on social media,

your data in mobile phone, your biometrics etc.
 Thus Information Security spans so many research areas like Cryptography, Mobile

Computing, Cyber Forensics, Online Social Media etc.
 Security controls reduce the impact or probability of security threats and vulnerabilities to a

level that is acceptable to the organization.
 Prevention of inappropriate access, creation, or modification of PHI is a major focus on

information security
 Information security is the method used to preserve the confidentiality, integrity, and

availability of computer-based information.

1.1.1 Basic Component of Information Security

A. Risk assessment
 its is the identification of information resources/assets, any threats to those

resources/assets, and any vulnerability that may be exploited and subsequent exposed
the resources/assets and result in a loss of confidentiality, integrity, or availability.

B. Risk analysis
 It is the formal process of examining potential threats and vulnerabilities discovered

during the risk assessment and prioritizing those risks based on the probability and
potential effect of those risks to the organization and patient.

 A risk analysis may include a cost-benefit comparison to justify and determine
appropriate security controls.

 Risks may be mitigated, transferred, researched, or accepted, depending on what option
is most reasonable for the organization.

C. Risk management
 It is the ongoing process of managing identified risks so they can be maintained at an

acceptable level.
 The process includes application of security controls and measures to maintain a

predetermined level of risk.
 Security systems cannot withstand every possible threat. Thus, organizations must not

strive for absolute security.
D. Cost-effective security controls and safeguards

 These are used to mitigate security risks to organization Data.
 These controls and safeguards should be appropriate for each level of risk.
 Strong security measures do not necessarily require a significant financial investment.
 These measures should not significantly affect system speed or performance or make

legitimate access to systems difficult.
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E. Separation of duties
 It ensures that checks and balances are incorporated into the system to disallow any

given end user to control the entire process.
 Divide roles and responsibilities so that a single end user cannot subvert a critical

process.
 This practice divides the tasks related to maintaining system security among different

personnel so no single individual can compromise system security.
F. Least privilege

 Is refers to the standard practice that users should be granted access to only the
information and functions required to perform their jobs or assigned responsibilities.

 Functions should be restricted based on the user’s job duties.
 For example, many employees may require read-only access.
 If individuals’ roles do not require them to enter/change/delete information, copy files,

or print reports, they should not be given the ability to do so.

1.1.2 A Successful Organization should have The Following Multiple Layers of
Security in Place to Protect its Operations

1. Physical security
 To protect physical items, objects, or areas from unauthorized access and misuse

2. Personnel security
 To protect the individual or group of individuals who are authorized to access the

organization and its operations
3. Operations security

 To protect the details of a particular operation or series of activities
4. Communications security

 To protect communications media, technology, and content
5. Network security

 To protect networking components, connections, and contents
6. Information security

 To protect the confidentiality, integrity and availability of informationassets, whether in
storage, processing, or transmission.

 It is achieved via theapplication of policy, education, training and awareness, and
technology.

1.1.3 Types of Controls in Information Security

Broadly speaking, there are three types of controls used in information security

A. Management controls
 Generally focus on management of the information security program and the

management of risk within the organization.
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 Management controls include security policies, procedures, and plans that incorporate
all applicable laws and regulations and that meet the organization’s unique needs.

 Management controls also include audit log monitoring and reporting to appropriate
levels within the organization’s management.

B. Operational controls
 These are implemented and executed by staff at all levels of an organization.
 Consultants and vendors may also be required to implement and execute these types of

controls.
 Operational controls include contingency planning, user awareness and training,

physical and environmental protections, computer support and operations, and
management of security breaches.

C. Technical controls
 These are executed by the members of the information systems department.
 These controls include user identification and authentication, access control, audit trails,

cryptography ,firewalls, intrusion detection and prevention systems, virus protection,
access point security, audit logging and reporting, and more.

1.1.4 Threats and Vulnerabilities

A. Threats
 Threats are potential events or dangers that may cause damage or inappropriate access

to information systems and the sensitive information they contain.
 Threats may be malicious or accidental.
 They can damage a system or cause loss of confidentiality, integrity, or availability.

B. Vulnerabilities
 Vulnerabilities are system weaknesses that can be exploited by a threat.
 Reducing system vulnerabilities can reduce the risk and impact of threats to the system

significantly.

1.1.4.1 Threats to Information Security include, but are not Limited to, the Following
A. Authorized users

 The greatest number of security breaches involves authorized users who use
information inappropriately, such as viewing records without a business need.

 Examples include breaches of privacy or confidentiality as well as identity theft.
B. Theft or Loss

 Desktop and laptop computers, as well as the data they contain, are vulnerable to theft
and/or loss from inside and outside the organization.

 The increasing use of laptops, tablets, smartphones and other handheld devices, along
with portable media

C. Disgruntled Employees
 The greatest risk of sabotage to computer systems may stem from an organization’s

own employees and former employees.
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 Sabotage may include destruction of hardware or facilities, planting logic bombs that
destroy programs or data, entering data incorrectly, crashing systems, deleting data, or
changing data.

 System access and passwords must be deleted immediately when an employee resigns
or is discharged.

D. Malicious Code
 Malicious code can attack both personal computers as well as more sophisticated

systems.
 It includes viruses, worms, Trojan horses, logic bombs, and other software.
 Malicious code programs may play harmless pranks, such as displaying unwanted

phrases or graphics, or it may create serious problems by destroying or altering data or
crashing systems.

 The increasing use of corporate networks, e-mail, and the Internet provides fertile
ground for the development of new strains of viruses and other malicious code

E. Hackers
 Hackers are individuals who gain illegal entry into a computer system, often without

malicious intent but simply to see if they can do it.
 Although insiders constitute the greatest threat to information security, the hacker

problem is serious.
 Other terms sometimes used in this context are ‘crackers’ and ‘attackers.’
 Actions taken by hackers, crackers, and attackers may be limited to simply browsing

through information in a system, or it may extend to stealing, altering, or destroying
information.

 Systems accessible via remote access are particularly vulnerable to hacker activity.
F. Physical and Facility Threats

 Losses may result from power failure i.e., outages, spikes, and brownouts, utility loss
i.e., loss of power, air conditioning, or heating, water outages and leaks, sewer
problems, fire, flood, earthquakes, storms, civil unrest, or strikes.

G. Errors and Omissions
 End users, data entry clerks, system operators, and programmers may make

unintentional errors that contribute to security problems.
 These errors create vulnerabilities, system crashes, and compromise data integrity.

H. Browsing
 Legitimate users may sometimes attempt to access information they do not need to do

their jobs simply out of curiosity.
 For example, users may inappropriately access information about family members, co-

workers, celebrities, or prominent citizens.
 Extremely sensitive information, such as human immunodeficiency virus test results,

may be vulnerable to this threat if not adequately protected in system or security design
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1.1.5 Roles and Responsibilities

Everyone who interacts with an information system is responsible for the security of that
organization However, several groups have specific responsibilities.

These groups include the following:

1. Executives and senior managers.
 These individuals have the overall responsibility to secure organization data.
 They must also provide the necessary resources and visible support for the program.

2. Information systems security professionals.
 These individuals have the technical expertise and knowledge of options available to

ensure security.
 They are responsible for implementing and maintaining information security.

3. Information security officers.
 These individuals should provide regular reports to senior management about the

effectiveness of the information security controls based on periodic audits.
 Information security officers should also ensure that the information security policies

and procedures comply with industry standards.
 The information security program may include designated staff, or the program may be

handled via a committee or department.
 An officer’s duties include design, implementation, management, enforcement, and

review of security policies, standards, guidelines, and procedures.
4. Application and System Owners.

 These individuals must assist in determining the data’s sensitivity and classification
levels roles based access and should play an active role in designing system access
controls for their systems.

 They should be accountable for the accuracy of the information.
 Application and system owners should also assist in designing audit systems and accept

the risk for their systems in the organization’s current configuration.
5. System managers and administrators.

 These individuals program, operate, and fix computer systems.
 They are responsible for implementing technical security measures.

6. Users.
 These individuals include those who are authorized to access a system for their specific

job role or assigned responsibilities.
 Users also include those who use information from reports and those who input data.
 Users are responsible for following established policies and procedures and for alerting

managers, data owners, or security officers of security breaches.
7. Privacy Officer.

 These individuals are an integral part of their organization’s information security
program.
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 They possess expertise in confidentiality as well as legal and regulatory compliance.
 They must be knowledgeable about the management, operational, and technical

controls required to secure systems and networks appropriately.

1.1.5.1 Security is Everyone's Responsibility
 Although some individuals may have “Security” in their title or may deal directly with

security on a daily basis, security is everyone's responsibility
 A workplace may have otherwise excellent security, but if a help desk worker readily gives

out or resets lost passwords, or employees let others tailgate on their opening secure doors
with their keycard, security can be horribly compromised.

 Despite the robustness of a firewall, if a single user has hardware e.g. a modem or software
e.g. some file sharing software that allows bypassing the firewall, a hacker may gain access
with catastrophic results.

 There are examples where a single firewall, misconfigured for only a few minutes, allowed a
hacker to gain entrance with disastrous results.

 Applications must be designed to be secure, they must be developed with security issues in
mind, and they must be deployed securely.

 Security cannot be an afterthought and be effective.
 System analysts, architects, and programmers must all understand the information security

issues and techniques that are germane to their work. For example:
1. programmers

 Must understand how to avoid race conditions and how to implement proper input
filtering

2. system architects
 Must understand concepts such as defense in depth and security through obscurity

shortcomings.
3. Computer user

 Awareness is critical, as hackers often directly target them.
 Users should be familiar with security policies and should know where the most recent

copies can be obtained.
 Users must know what is expected and required of them.
 Typically this information should be imparted to users initially as part of the new hire

process and refreshed as needed

1.1.6 Security Policies and Procedures

 An information system security policy is a well-defined and documented set of guidelines
that describes how an organization manages and protects its information assets, and how it
makes future decisions about its information system security infrastructure.

 Security procedures document precisely how to accomplish a specific task. For example, a
policy may specify that virus checking software is updated on a daily basis, and a procedure
will state exactly how this is to be done -- a list of step
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1.2 The Importance of Information Protection
 The importance of the security in the physical world can never be exaggerated. Without it,

your residence becomes open to burglars and unwanted visitors.
 In this modern, technological world, however, there’s a new form of theft or break-in that’s

virtual in nature: illegal data access.
 We’ve heard of thousands of stories of computers and networks being hacked, which led to

huge amounts of cash getting lost or confidential data dropping in the wrong hands.
 The paraphernalia of such illicit acts can cause businesses to terminate operation,

relationships to break down, and even nations to go to war.
 The good news is that sensitive and exclusive data can now be safeguarded from theft and

misuse via IT security.

1.2.1 Here are Some of the Most Prominent Reasons for Providing Information
Security

1. Protection from internal dangers
 Definitely, getting your information and data secured is not only about protecting it

from external access.
 We should contemplate the possibility of our very own people having access to certain

information they’re not supposed to view or get their hands on.
 Perhaps half of all the damage caused to information systems comes from authorized

personnel who are either untrained or incompetent.
 Another quarter or so of the damage seems to come from physical factors such as fire,

water, and bad power.
 Maybe a fifth of the damage comes from dishonest and disgruntled employees.
 Computer viruses cause another few percent, and maybe about 5 or 10% of the damage

is caused by external attack.
2. Security from external risks

 Those who pretense a threat to a network’s security can be classified into two: amateurs
and professionals.

 The previous doesn’t pose much of a threat as they may not be prepared with the
knowledge on how to get through erudite protection safeguards.

 The professional type, however, recognizes all the tricks and techniques in hacking
even the most profoundly secured virtual systems in the world.

3. Peace of mind
 As your business’s critical processes, data and intellectual property migrate to the

internet, it also enhances its exposure to theft and hacking activities.
 This involves the setting up of additional and stronger security. Moreover, it’s also your

business’s accountability to your customers or clients that your online system be secure
from unauthorized access, particularly if they have confidential info in your databases.

 Sleeping at night becomes easier when you know that you have a firm security system
installed to protect not only sensitive data but your very investments.
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 Securing your information system/s is not only about protecting info and data from
theft and misuse; it’s also about performing risk management and running your
operations more responsibly.

 These threats take on many forms, but they all fit indefinite established and identifiable
categories.

 An individual’s aptitude to differentiate between benign incidents and an authentic
threat or risk rests on the breadth and depth of security awareness training they have
acknowledged.

 Firewalls, intrusion detection, and intrusion prevention systems, although a prerequisite
for today’s network, cannot entirely defend an organization from prevailing security
threats.

 Companies need to ensure that their employees, vendors, partners, and subcontractors
will not dispense the organization susceptible to various risks such as operational
disruptions, loss of valued informational assets, public embarrassment, or legal liability
due to a privation of security awareness.

 Information Security has become a crucial concern among information technology
professionals and that concern when shared by management, will benefit firms as a
whole.

 Top-down management support is critical for the survival of the program and its goal of
creating a culture of security awareness within the organization.

 The program would also be a valuable component of showing that executive
management is enacting due diligence in securing organizational information assets

1.2. 2 Why Bother with Information Security?

 The basic reasons we care about information systems security are that some of our
information needs to be protected against unauthorized disclosure for legal and competitive
reasons

 All of the information we store and refer to must be protected against accidental or
deliberate modification and must be available in a timely fashion.

 We must also establish and maintain the authenticity of documents we create, send and
receive.

 Finally, the if poor security practices allow damage to our systems, we may be subject to
criminal or civil legal proceedings; if our negligence allows third parties to be harmed via
our compromised systems, there may be even more severe legal problems.

 Another issue that is emerging in e-commerce is that good security can finally be seen as
part of the market development strategy.

 Consumers have expressed widespread concerns over privacy and the safety of their data;
companies with strong security can leverage their investment to increase the pool of willing
buyers and to increase their market share.

 We no longer have to look at security purely as loss avoidance: in today’s marketplace good
security becomes a competitive advantage that can contribute directly to revenue
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 NewsScan, reports in Risks Forum Digest, and so on. My impression from all of this reading
is that non-specialists believe that criminal hackers are the most important threat to
information systems security.

1.2.3 The Five Ws of Information Security are:

1. What is Information Security?
2. Why do you need Information Security?
3. Who is responsible for Information Security?
4. When is the right time to address Information Security?
5. Where does Information Security apply?
1. Why do you need Information Security?

 This is sometimes tough to answer because the answer seems obvious. No? Read on.
 As we know from the previous section, information security is all about protecting the

confidentiality, integrity and availability of information. Answer these questions:
(a) Do you have information that needs to be kept confidential (secret)?
(b) Do you have information that needs to be accurate?
(c) Do you have information that must be available when you need it?

 If you answered yes to any of these questions, then you have a need for information
security.

2. Why do you need Information Security?
 We need information security to reduce the risk of unauthorized information disclosure,

modification, and destruction.
 We need information security to reduce risk to a level that is acceptable to the business

(management).
 We need information security to improve the way we do business.

3. Who is responsible for Information Security?
This is an easy one. Everyone is responsible for information security! A better question
might be “Who is responsible for what?”
A. Senior Management

 First off, information security must start at the top. The “top” is senior management
and the “start” is commitment.

 Senior management must make a commitment to information security in order for
information security to be effective. This can’t be stressed enough.

 Senior management’s commitment to information security needs to be
communicated and understood by all company personnel and third-party partners.

 senior management demonstrates the commitment by being actively involved in the
information security strategy, risk acceptance, and budget approval among other
things.

 Without senior management commitment, information security is a wasted effort.
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B. Business Unit Leaders
 Keep in mind that a business is in business to make money.
 Making money is the primary objective, and protecting the information that drives

the business is a secondary (and supporting) objective.
 Information security personnel need to understand how the business uses

information.
 Failure to do so can lead to ineffective controls and process obstruction.
 Establish an information security steering committee comprised of business unit

leaders.
 Business unit leaders must see to it that information security permeates through

their respective organizations within the company.
C. Employees
 All employees are responsible for understanding and complying with all

information security policies and supporting documentation (guidelines, standards,
and procedures).

 Employees are responsible for seeking guidance when the security implications of
their actions or planned actions are not well understood.

 Information security personnel need employees to participate, observe and report.
D. Third Parties
 Third parties such as contractors and vendors must protect your business

information at least as well as you do yourself.
 Information security requirements should be included in contractual agreements.
 Your right to audit the third-party’s information security controls should also be

included in contracts, whenever possible.
 The responsibility of the third-party is to comply with the language contained in

contracts.
4. When is the right time to address Information Security?

 On the surface, the answer is simple.
 The right time to address information security is now and always.
 There are a couple of characteristics to good, effective information security that apply

here.
 Information security must be holistic.
 Information security is not an IT issue any more or less than it is an accounting or HR

issue.
 Information security is a business issue.
 A disgruntled employee is just as dangerous as a hacker from Eastern Europe.
 A printed account statement thrown in the garbage can cause as much damage as a lost

backup tape. Information security needs to be integrated into the business and should be
considered in business decisions.

 This point stresses the importance of addressing information security all of the time.
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5. Where does Information Security Apply?
 The application of Administrative, Physical, and Technical controls in an effort to

protect the Confidentiality, Integrity, and Availability of information.
 In order to gain the most benefit from information security it must be applied to the

business as a whole.
 A weakness in one part of the information security program affects the entire program.
 Now we are starting to understand where information security applies in your

organization.
 It applies throughout the enterprise.

1.2.4 Why Information Security is More Important in Today’s World

1. Proving that your company has a secure and stable network assures your
clients/customers that their information is safeguarded.
 Can your company withstand the costs and negative publicity that could occur if there

is a security breach?
 It is important to think of a security breach in terms of dollars lost in operations. Sales,

customer service, staff productivity and workflow could all be affected by the
downtime that will occur.

 Even after systems are restored, many times, additional checks need to be done to
ensure that all facets of the network are clean before business can return to a normal
operational state

 The cost of a security incident will almost always be higher than the cost of its
prevention.

 Your IT service provider can help tailor a security plan to your risk level, specific
business needs, and financial budget

2. Insurers are increasingly interested in how companies secure their information assets.
 Since customers are beginning to do more of their business online, this is one factor

that will begin to resonate with all companies , no matter how small or large ,and the
trend will only continue to grow.

 Insurance agencies are beginning to demand that businesses protect consumer privacy.
 It is becoming more and more common for insurers to ask for proof that sensitive

information is secure and network security software is up-to-date.
 If you maintain confidential client information on your network such as social security

numbers, credit card numbers, and other financial data, you should to talk to your IT
consultant about assessing the strength of your firewall.

 A firewall can be described as a gatekeeper to allow network actions from trusted
parties and keep out unauthorized users and harmful viruses.

 There are also several ways a firewall can be configured and there are pluses and
minuses to each.
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3. Having consistent security practices and IT maintenance procedures ensures a smooth
road for business operations
 You must ensure that your computer network is securely configured and actively

managed against known threats.
 New security threats are emerging every day from malware programs that can be

inadvertently installed on a user’s machine, to phishing attempts that deceive
employees into giving up confidential information, to viruses, worms, and strategic
identity theft attempts.

 IT professionals are the first to know about new threats. One of the benefits of having a
consistent technology expert on your roster is that they can offer a fast reaction time
and be proactive in safeguarding your IT system when new warnings first emerge.

 Your IT network professional can also help your organization maintain a secure virtual
environment by reviewing all computer assets and determining a plan for preventive
maintenance.

 This includes routinely cleaning up unnecessary or unsafe programs and software,
applying security patches small pieces of software designed to improve computer
security, and performing routine scans to check for intrusions.

4. Cyber Warfare Dangers
 Once hackers are given access to cyber warfare weapons, they will not hesitate to use

them against civilian targets.
 One recent example was the WannaCry ransomware attack, whereby hackers used a

tool developed by the NSA to shut down the data infrastructure used by the National
Health Service of the United Kingdom.

5. Cyber Espionage
 As can be expected, many of the tools stolen from the CIA and NSA were originally

developed for espionage purposes.
 It is not unreasonable to assume that individuals interested in corporate espionage have

looked at the leaked cyber weapons and added them to their digital arsenals.
6. Cyber Terrorism

 Similar to cyber warfare, terrorist organizations such as ISIS may use cyber weapons to
conduct disruptive attacks against civilians.

 Several financial institutions in the United States and South Korea were crippled by a
series of attacks that included SQL injection and distributed denial of service (DDoS)
tactics.

 It is widely believed that hackers working for the North Korean regime may have been
behind the attacks.

7. Hacking
 Hackers who are politically and socially motivated, commonly referred to as hacktivists,

have been very active in recent years.
 With television shows such as “Mr. Robot” becoming very popular, some infosec

analysts have warned that hacktivism may be on the rise.
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 For this reason, simple managed detection and response services are being
recommended to corporate executives.

8. Black Hat Cyber Threats
 The world of information security is largely populated by three types of individuals:

white hats, grey hats and black hats.
 White hats are security professionals, grey hats may also be professionals whose

personal code of ethics may include unauthorized penetration testing.
 Black hats may be affiliated with anarchist and cybercrime groups who embrace digital

disruption for nefarious purposes.
9. Availability of Hacking Tools

 One issue faced by information security specialists these days deals with the
proliferation of hacking tools available to anyone who is interested in disrupting
networks.

 One colorful example was prompted by “Mr. Robot,” the previously mentioned cable
television drama; in one episode, a smartphone running a special Linux distribution
known as Kali was prominently featured.

 This device can be used for advanced penetration testing, and it used to be available on
a retail basis from an infosec company known as Pwnie Express.

 These days, the “Pwn Phone” project has gone open source

1.3 Understanding the Evolution of Internet security
 The Internet grew from the work of many people over several decades.
 Few predicted how essential it would become to our lives or the ways that it would make us

more vulnerable to scam artists, snoops and spies.
 Below, explore some of the milestones in the development of our insecure online world
A. 1960(A new kind of network)

 Engineer Paul Baran argues that a decentralized communications system with many
redundant links could help the United States recover from a Soviet nuclear attack.

 The key was that information could flow across many different paths ,much like
today’s Internet ,allowing connections even if much of the overall system suffered
damage.

B. 1968(Packet switching theory)
 Prof.Donald Davies, a top official with Britain’s National Physical Laboratory,

describes a system for chopping data into smaller pieces to make transmissions more
efficient.

 He calls the pieces “packets” and the technology for transmitting them “packet-
switching.”

 The idea remains an essential technology of the Internet.
 Key idea is Several users can share a single packet-switched line, allowing for better

use of scarce computing resources
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C. 1969(Precursor to the Internet)
 The Pentagon’s Advanced Research Projects Agency designs and funds a packet-

switched network called the ARPANET
 considered the most important precursor to the Internet.
 The first ARPANET message is sent at 10:30 p.m. on Oct. 29, 1969, from the UCLA

computer lab of Leonard Kleinrock, a networking pioneer
D. 1973(An early warning)

 Robert Metcalfe, an engineer who would later found hardware maker 3Com, warns the
ARPANET Working Group that it is far too easy to gain access to the network.

 One of several intrusions he describes apparently was the work of high school students
E. 1978(A road not taken)

 Computer scientists Vinton G. Cerf and Robert E.
 Kahn attempt to build encryption technology directly into TCP/IP, a set of protocols

that will give rise to the Internet several years later.
 But the scientists run into a series of obstacles, including resistance from the National

Security Agency.
F. 1983(Birth of the Internet)

 ARPANET requires its network users to communicate via TCP/IP, quickly making it
the global standard.

 Networks all over the world could then communicate easily with each other, creating
the Internet.

 Key idea is Standardizing the way networked machines communicated with each other
enabled the Internet’s massive growth

G. 1986(Computer Fraud and Abuse Act)
 Congress enacts a comprehensive bill establishing legal sanctions against data theft,

unauthorized network access and some other computer-related crimes
H. 1988(The Morris Worm)

 A Cornell University graduate student named Robert Tappan Morris releases several
dozen lines of code, which replicated wildly and spread to thousands of computers
worldwide.

 The worm crashes about 10 percent of the 60,000 computers then linked to the Internet.
 Morris becomes the first person convicted by a jury under the Computer Fraud and

Abuse Act
I. 1993(Internet power to the people)
 The first browser, Mosaic, is released, allowing users with little or no technical skill to

browse the World Wide Web.
 This fuels a new period of massive growth of the Internet and also the

commercialization of cyberspace.
 As the community of online users grows, so do security threats
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J. 1996(The web becomes animated)
 New drawing and animation tools, such as Macromedia’s Flash, dramatically expand

the abilities of browsers. This revolutionizes the look and feel of Web sites.
 Hackers soon discover that these Web tools also can allow them to take remote control

of computers on the Internet, no matter where they are in the physical world.
 Security concern: Flash and other browser add-ons have been a major source of

security flaws, with some experts recommending that users disable them entirely.
K. 2000(Insecurity spreads)

 A rash of new computer worms, such as ILOVEYOU, spread wildly across the Internet,
taking advantage of security flaws in widely used software made by Microsoft and
other major tech companies.

 Tens of millions of computers are affected
L. 2003(No longer a fad)

 The amount of data created in this year surpasses the amount of all information created
in the rest of human history combined.

 The Internet has become so central to commerce and culture worldwide that the
opportunities for hackers grow.

 Security concern: The more devices using the Internet, the more entry points there are
for attacks, and the more difficult it becomes to overhaul how the system works

M. 2007(The Internet in your pocket )
 The introduction of Apple’s iPhone fuels the rise of mobile devices. Smartphones

running Google’s Android operating system hit the market the following year.
 This heralded a new era of snooping, as police, spies and even jealous spouses find

ways to monitor people through powerful personal computers doubling as phones
N. 2010(Internet is deemed complex, unpredictable)

 A group of the nation's top scientists conclude in a report to the Pentagon that “the
cyber-universe is complex well beyond anyone’s understanding and exhibits behavior
that no one predicted, and sometimes can’t even be explained well.”

 The scientists, part of a Pentagon advisory group called JASON, said, “In order to
achieve security breakthroughs we need a more fundamental understanding of the
science of cyber-security.

O. 2014(Car hacking)
 Security researchers published a guide to hacking automobiles, revealing deep flaws in

the way automobile electronics communicate with each other.
 Massachusetts Sen. Ed Markey’s office shortly thereafter finds that nearly all “cars on

the market include wireless technologies that could pose vulnerabilities to hacking or
privacy intrusions.”
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1.4 Justifying Security Investment

1.4.1 Four Guidelines for Determining the Right Level of Security Investment

 So how do you recommend the “right” level of security investment?
These guidelines are used:

1. What are other companies doing who have a similar risk tolerance to your company? That
might be your direct competitors, or companies in the same industry, or companies in the
same broad category (e.g., financial services or consumer products or industrial suppliers).
These are the companies who you will be compared to if you have a security breach, so your
security level needs to be at least as good as these other companies.

2. Does your company deal with confidential information from your customers? Medical
history? Credit card numbers? Payroll or investment information? Personal details of their
lives? Extra security should be implemented to protect this valuable customer information.
Government regulations may require it, but it makes sense even without government
regulations.

3. Does your company differentiate itself from its competition based on an enhanced level of
trust or risk avoidance? If you want to be viewed by customers as “more trusted” than your
competition, then you need to take increased security measures to justify that view.

4. Does your company hold a proprietary advantage over its competition which could be lost if
confidential company information was revealed? This information could be secret designs,
secret formulas, or even the contents of a proprietary marketing database. If your company’s
competitive advantage depends on the secrecy of this information, then your security
investment level should reflect the need for increased protection for that confidential
company information.

1.4.2 Good Security is Invisible

 It’s difficult to justify security when it’s working.
 The biggest investments in security usually come right after a security breach , one in the

news or a breach in your own company’s security.
 Many aspects of IT are like that they’re unnoticed, unrewarded and invisible until something

goes wrong.
 It’s human nature to ignore the things that are working and to focus instead on the tasks that

need to be done.
 This is where trust comes in.
 If things are going well then your boss has to trust that you’re doing a good job, and has to

trust your recommendations for doing a better job.
 But trust has to be earned, and even trust has its limits during tough economic times.
 You may be recommending the right things, but you have to be able to convince others that

your right things are a more important investment for the company than someone else’s right
things.
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1.4.3 Making People Dissatisfied is the Only Way to Justify Investment

 The first one is dissatisfaction with the status quo, and that’s the one that’s most important
when you’re trying to sell security investment.

 To justify additional security investment you have to convince the business that your current
security infrastructure is inadequate.

1.4.4 We can do this by:

1. Providing a factual comparison of your security infrastructure to the infrastructure used by
other comparable companies, pointing out the areas where these other companies are
stronger and better

2. Making the case for increased security for your business due to the company’s unique
security needs, including any security needs required by government regulation

3. Helping business executives to visualize what the cost of a security breach might be

1.4.5 A Security Manager has Five Strategic Roles

 Recommend the right level of security investment, and get your business customers to invest
at that required level

 Implement an infrastructure that provides a reasonable level of security for the amount of
money the company is willing to invest

 Figure out how to refine the processes and products used in your infrastructure to optimize
their performance and reduce their cost

 Determine how you’ll respond when there is a security breach, and prepare for that
possibility

 Make your business customers feel secure

1.5 Security Methodology
 The objective of network security is to protect networks and their applications against

attacks, ensuring information availability, confidentiality and integrity.
 When organizations design their network security architectures to meet this objective, they

must consider a number of factors. Not all networks and their associated applications have
the same risks of attacks or possible costs of repairing attack damages.

 Therefore, companies must perform cost-benefit analyses to evaluate the potential returns on
investment for various network security technologies and components versus the
opportunity costs of not implementing those items.

 In the process, enterprises should make sure to consider their network security
implementations as competitive advantages that can attract customers, employees, and
partners..

A. Security Policy
 Usually, the primary prerequisite for implementing network security, and the driver for

the security design process, is the security policy.
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 A security policy is a formal statement, supported by a company's highest levels of
management, regarding the rules by which employees who have access to any corporate
resource abide.

 The security policy should address two main issues: the security requirements as driven
by the business needs of the organization, and the implementation guidelines regarding
the available technology.

 In addressing these issues, the security policy typically includes several elements.
 For example, the security policy usually includes an authentication policy that defines

the levels of passwords and rights required for each type of user (corporate, remote,
dial-in, VPN, administrators, and so forth).

 Because business requirements and security technologies are always evolving, the
security policy should be a living document that is updated regularly

B. Security Architecture
 The security architecture should be developed by both the network design and the IT

security teams.
 It is typically integrated into the existing enterprise network and is dependent on the IT

services that are offered through the network infrastructure.
 The access and security requirements of each IT service should be defined before the

network is divided into modules with clearly identified trust levels.
 Each module can be treated separately and assigned a different security model.
 The goal is to have layers of security so that a “successfu” intruder's access is

constrained to a limited part of the network.
 Just as the bulkhead design in a ship can contain a leak so that the entire ship does not

sink, the layered security design limits the damage a security breach has on the health
of the entire network.

 In addition, the architecture should define common security services to be implemented
across the network.

1.5.1 Typical Services Include

 Password authentication, authorization, and accounting (AAA)
 Confidentiality provided by virtual private networks (VPNs)
 Access (trust model)
 Security monitoring by intrusion detection systems (IDSs)
After the key decisions have been made, the security architecture should be deployed in a phased

format, addressing the most critical areas first

A. Security Technologies
 As noted earlier, network security design requires that corporations determine the level

of implementation investment and the total cost of intrusion they can withstand.
 Then corporations must decide how to allocate their available network security budgets

to adequately secure their networks.
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 To ensure the most comprehensive level of protection possible, every network should
include security components that address the following five aspects of network security

B. Identity
 Identity is the accurate and positive identification of network users, hosts, applications,

services and resources.
 Identity mechanisms are important because they ensure that authorized users gain

access to the enterprise computing resources they need, while unauthorized users are
denied access.

C. Perimeter Security
 Perimeter security solutions control access to critical network applications, data, and

services so that only legitimate users and information can pass through the network.
 This access control is handled by routers and switches with access control lists (ACLs)

and by dedicated firewall appliances.
 A firewall provides a barrier to traffic crossing a network's “perimeter” and permits

only authorized traffic to pass, according to a predefined security policy.
 Complementary tools, including virus scanners and content filters, also help control

network perimeters.
 Firewalls are generally the first security products that organizations deploy to improve

their security postures
D. Secure Connectivity

 Companies must protect confidential information from eavesdropping or tampering
during transmission.

 By implementing Virtual Private Networks (VPNs) enterprises can establish private,
secure communications across a public network—usually the Internet—and extend
their corporate networks to remote offices, mobile users, telecommuters, and extranet
partners.

 Encryption technology ensures that messages traveling across a VPN cannot be
intercepted or read by anyone other than the authorized recipient by using advanced
mathematical algorithms to “scramble” messages and their attachments

E. Security Monitoring
 To ensure that their networks remain secure, companies should continuously monitor

for attacks and regularly test the state of their security infrastructures.
 Network vulnerability scanners can proactively identify areas of weakness, and

intrusion detection systems can monitor and reactively respond to security events as
they occur.

 Intrusion detection systems and vulnerability scanners provide an additional layer of
network security.

 While firewalls permit or deny traffic based on source, destination, port, or other
criteria, they do not actually analyze traffic for attacks or search the network for
existing vulnerabilities.

 In addition, firewalls typically do not address the internal threat presented by
“insiders.”
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F. Security Policy Management
 As networks grow in size and complexity, the requirement for centralized security

policy management tools that can administer security elements is paramount.
 Sophisticated tools that can specify, manage, and audit the state of security policy

through browser-based user interfaces enhance the usability and effectiveness of
network security solutions

1.5.2 Top Ten Security Tips

1. Encourage or require employees to choose passwords that are not obvious
2. Require employees to change passwords every 90 days
3. Make sure your virus protection subscription is current
4. Educate employees about the security risks of e-mail attachments
5. Implement a complete and comprehensive network security solution
6. Assess your security posture regularly
7. When an employee leaves a company; remove that employee’s network access immediately
8. If you allow people to work from home, provide a secure, centrally managed server for

remote traffic
9. Update your Web server software regularly
10. Do not run any unnecessary network services

1.6 How to Build a Security Program
 The complexity of today's technologies, regulations, business processes, security threats and

a multitude of other factors greatly increases the risks faced by businesses today
 Business information exists in a complex ecosystem, teeming with a multitude of

technologies, regulatory requirements, standards, business processes, vendors, security
threats, system vulnerabilities, and market pressures.

 This information moves through elaborate workflows across networks, multiple applications,
databases, servers, and across political boundaries.

 In today's world, much of this information has to meet the three information security tenets:
availability, integrity and confidentiality.

 Availability means that information must be available in a timely manner by those who need
it.

 Integrity means that information is complete and free from tampering and confidentiality
means that information must be secured from unauthorized access.

Step 1: Ensure you have executive support for security (ask!)
 security culture and support for security comes from the top
 ensure a common understanding of the threat
 how do you find out whether you have support?
 Answer is Just Ask!
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Step 2: Ensure you are well aligned with government and ministry strategy, goals, priorities
(compare with security vision, mission, goals and they should be well aligned)

 Create a culture of exchange through STUDENT MOBILITY
 Enhancing the INTERNATIONAL STUDENT EXPERIENCE
 Providing INTERCULTURAL CURRICULA for a global-ready institution
 Making a vital impact through INTERNATIONAL ENGAGEMENT
 Establishing an EXTRAORDINARY ENVIRONMENT FOR

INTERNATIONALIZATION

Step 3: Understand organizations’ risk appetite
 low
 medium
 high
 very high

Step 4: Focus on a risk-based approach
 Build security in from the ground up &insert review in capital allocation process

Step 5: Focus on security by design – building security in from the ground up; ensure
security review as part of capital allocation process

Step 6: Determine your approach (risk, compliance, or capability)

Step 7: Update and review high level risk registry quarterly

Step 8: Identify what is secure enough for your organization
 Identify what is secure enough for your organization – what is sufficient to mitigate risk to

an acceptable level

Step 9: Identify a security standard appropriate for your organization and measure
compliance, identify gaps, prioritize, and remediate

Step 10: Assemble components into a ministry specific information security program

Step 11: Communicate the plan appropriately
 know your audience
 use their language
 communicate appropriately
 make it relevant
 demonstrate alignment with strategy
 ensure they understand why they should care

Step 12: Execute the plan
 don’t boil the ocean
 understand your present level of maturity
 set achievable goals
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 break them down into doable chunks
 measure the progress
 communicate the progress
 celebrate the successes

1.6.1 Security Programs will be Successful when they are

 supported by executive
 aligned with government and ministry goals
 risk-based, aligned with business and risk appetite
 standards-based, evolve over time
 capture present and target state accurately
 plans are realistic and actionable
 resourced effectively
 focused on building security in from the ground up
 measured/monitored
 continuous improvement
 communicated appropriately
 executed on

1.6.2 The Following Steps Provide Guidance for Implementing a Security Program a
Holistic Approach to IT Security

Step 1: Establish Information Security Teams
 The executive team is responsible for establishing the mission, objectives and goals for the

ESP, and is usually comprised of senior-level executives.
 This team is also responsible for setting top-level security policies, establishing organization

risk thresholds, obtaining funding for the ESP, and creating the cross-functional security
team.

 The cross-functional security team, itself made up of sub-teams, is responsible for day-to-
day IT security operations, which include managing IT assets, assessing threats and
vulnerabilities, managing risks, establishing policies, setting up procedures and controls,
conducting internal audits, and providing training.

Step 2: Manage Information Assets
 Managing information assets starts with conducting an inventory.
 This inventory should document hardware, applications (both internal and third party),

databases, and other information assets (e.g., network shared folders, ftp sites etc.).
 Once the inventory is complete, each asset must be assigned an owner and/or a custodian.
 An owner serves as a point of contact for the assigned asset, whereas a custodian has

responsibility for the stored information
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Step 3: Teeming with a multitude of technologies
 Business information exists in a complex ecosystem, teeming with a multitude of

technologies, regulatory requirements, standards, business processes, vendors, security
threats, system vulnerabilities, and market pressures.

 This information moves through elaborate workflows across networks, multiple applications,
databases, servers, and across political boundaries.

 In today's world, much of this information has to meet the three information security tenets:
availability, integrity and confidentiality.

Step 4: Availability
 Availability means that information must be available in a timely manner by those who need

it.
 Integrity means that information is complete and free from tampering and confidentiality

means that information must be secured from unauthorized access.

1.6.3 The Following Steps Provide Guidance for Implementing an Enterprise Security
Program (ESP), a Holistic Approach to IT Security.

Step 1: Establish Information Security Teams
 The ESP journey is no different. Broadly speaking, the company needs to form two teams:

the executive team and the cross-functional security team.
 The executive team is responsible for establishing the mission, objectives and goals for the

ESP, and is usually comprised of senior-level executives.
 This team is also responsible for setting top-level security policies, establishing organization

risk thresholds, obtaining funding for the ESP, and creating the cross-functional security
team.

 The cross-functional security team, itself made up of sub-teams, is responsible for day-to-
day IT security operations, which include managing IT assets, assessing threats and
vulnerabilities, managing risks, establishing policies, setting up procedures and controls,
conducting internal audits, and providing training.

Step 2: Manage Information Assets
 Managing information assets starts with conducting an inventory.
 This inventory should document hardware, applications both internal and third party,

databases, and other information assets e.g., network shared folders, ftp sites etc.
 Once the inventory is complete, each asset must be assigned an owner and/or a custodian.
 An owner serves as a point of contact for the assigned asset, whereas a custodian has

responsibility for the stored information.
 The assets are then categorized into different levels of importance, based on the value of the

information contained in them and the cost to the company if an asset is compromised.

Step 3: Decide on Regulatory Compliance and Standards
 Regulations are mandatory, legal requirements.
 Healthcare providers must implement
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 Health Insurance Portability and Accountability Act guidelines, and most companies in
financial services must implement Gramm-Leach-Bliley Act

 Standards such as Payment Card Industry (PCI), ISO 27001—are industry best practices.
 The executive team determines which regulations and standards must be implemented.

Step 4: Assess Threats, Vulnerabilities and Risks
 Threats are sources of danger to information assets. It is important to list all the pertinent

threats, categorize them, and rank them based on their importance.
 Vulnerabilities are weaknesses or flaws in the system that can be exercised, inadvertently or

intentionally, to cause a security breach.
 Vulnerabilities exist in people, processes, and technologies. Making a list of applicable

vulnerabilities and ranking them based on their impact to the organization is advisable.
 Risks are possible events or conditions that could have undesirable outcomes for the

organization.
 Risks occur at the intersection of threats and vulnerabilities

Step 5: Manage Risks
 Risk management focuses on avoiding, mitigating or transferring risks.
 It starts with a list of risks which are categorized according to the likelihood of their

occurrence and their impact to the organization.
 The likelihood and the impact together determine how these risks are prioritized.
 A high-impact risk with a high likelihood of occurrence is a high-priority risk to the

organization.
 Once the risks are prioritized, they can be dealt with in one of several ways

Step 6: Create an Incident Management and Disaster Recovery Plan
 Security breaches, unintentional loss of IT assets, accidental deletion of critical data, or

power outage in a data center are examples of incidents.
 A good incident response plan clearly identifies what needs to be done, for the most

common incidents.
 Incidents that are catastrophic in nature call for a disaster recovery (DR) plan.

Step 7: Manage Third Parties
 The complex ecosystem of information frequently includes third parties such as vendors,

suppliers, and intermediaries.
 Insecure networks or practices in third-party companies that are connected with a business

can create exploitable security loopholes.
 A good starting point is to list all third parties that a company is doing business with and

prioritize this list based on the extent of information overlap or sharing, and the criticality of
the information.



26 Security in Computing

Step 8: Implement Security Controls
 Controls are measures that are put in place to mitigate or eliminate risks.
 Technical controls are safeguards that are incorporated into computer hardware, software or

firmware (e.g., access control mechanisms, identification and authentication mechanisms,
encryption methods, intrusion-detection software).

 Nontechnical controls are management and operational controls such as security policies,
operational procedures, and personnel, physical and environmental security.

 Controls are usually categorized into preventive controls and detective controls.
 Preventive controls inhibit attempts to violate security policy, whereas detective controls

warn of violations or attempted violations of security policy.

Step 9: Conduct Training
 An often ignored step, training employees on security is the key to enforce an ESP.
 All manner of technology safeguards and security measures do not mean anything if

employees are careless about their laptops, connect to insecure networks outside of the
workplace, or are unaware of what constitutes suspicious behavior.

Step 10: Conduct Audits
 Internal audits ensure that policies and procedures are in place and are effective, controls

have been implemented, legal regulations and mandatory compliance requirements are being
met, risk is being managed, various security plans are being updated on a regular basis, and
training is effective.

1.6.4 Things we Should Consider to Help Create a Successful Security Program

The ERM program is an information security program focused on enabling the business to
achieve the following objectives:

1. The ability to consistently identify the risks facing business objectives
2. Understanding the types of controls, processes or procedures to put in place to help

remediate or reduce risks
A. A Control-Based Approach

 Security controls are something we can design and build, and something that we can
eventually enforce within an information security program.

 control-based approach is that I can measure the maturity of my program as it develops
over time.

 As security professionals, when we are designing frameworks using a control-based
approach, we have to make sure that we don’t go overboard and select unnecessary
controls.

 We need to focus on what is going to enable the business and understand the risks that
the organization is facin

B. Use the CMMI Assessment Model
 The CMMI (Capability Maturity Model Integration) process model, developed by

Carnegie Mellon University, is a great approach to assess the maturity of a control.
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 It identifies a series of 5 stages where you can assess the efficiency or the effectiveness
of a control.

 Within these different phases or stages, you can demonstrate to your internal teams and
to executives that, as you increase the efficiency of a control, you can move the
maturity ranking of that control.

 The CMMI model demonstrates where you currently stand from a maturity perspective
and helps identify what maturity level your organization wishes to achieve from an
organizational perspective.

 What pragmatic controls can we implement, and make sure that they are functional on a
daily basis?

 Needless to say, it doesn’t make sense to select a control that you will never be able to
implement or never be able to prove as efficient.

C. Use a Control-Based Approach, but not in Isolation
 One example from a previous position focused on executive level users that did not

want to drag a laptop from meeting to meeting and wanted something more portable.
 We were so focused on the technical controls to protect laptops that we completely

misread the requirements for a more mobile device.
 We had to scramble for over a year to put in a new security project to protect tablets.
 For me, this was a big lesson. We only focused on IT-based controls without getting

input or support from business leaders on how they wanted to access information.
 Had we focused more on business requirements instead of technical controls, we could

have adjusted our control framework to meet those requirements in advance, as
opposed to reacting to the client’s requirements and being caught flat-footed.

D. Improving Your Security Framework through Communication
 Education and awareness is key to the success of a controls-based information security

program. You need to be continually educating your user base, your executives and
senior leadership teams about the goal of the program and the types of risks that you are
reducing.

 On the flip side, you also need to be engaged and listening to messages coming from
your users, your leadership and your executives to understand where they want your
program to go.

 This comes down to a two-way communication path between you as a security
professional designing a control-based approach and input from individuals at all levels
on where they would like the program to go.

 If you can design and build that awareness and education as a two-way communication
path, you become far more successful with the program that you are going to design.
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