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PREFACE

It is great pleasure for presenting First Edition of Revised syllabus of this Book “Cloud
Computing” to the students of B.Sc. (CS). This book is written to cover all the topics of syllabus
prescribed by the University of Mumbai for T.Y.B.Sc. (CS).

Cloud Computing is an emerging discipline which is changing the way corporate computing is
and will be done in the future. The National Institute of Standards and Technology (NIST) defines
cloud computing as a “model for enabling convenient, on-demand network access to a shared pool of
configurable computing resources (e.g., networks, servers, storage, applications, and services) that
can be rapidly provisioned and released with minimal management effort or service provider
interaction.”

Cloud computing is the latest advancement of computing, where IT resources are offered as
services. The hardware and software systems that manage these services are mentioned to as
Infrastructure as a Service (IaaS) and Platform as a Service (PaaS), while actual application managed
and delivered by IaaS and PaaS are referred to as Software as a Service (SaaS). The combination of
virtualization, IaaS, and PaaS holds the potential to revolutionize software application (SaaS) life
cycle management.

If Cloud computing is properly applied within an overall IT strategy, it can help Small and
Medium Business Enterprises and governments to lower their IT costs, by taking advantage of
economies of scale and automated IT operations, while at the same time optimizing investment in
in-house computing infrastructure. The benefit of such an environment is efficiency and flexibility,
through creation of a more dynamic computing enterprise, where the supported functionalities are no
longer fixed or locked to the underlying infrastructure.

The goal of this book is to give a complete overview of the advanced of this developing research
area, which many consider to be the next platform for provisioning and distributing, IaaS, PaaS and
SaaS applications in various computing domains.

This book includes all the related topics with a variety of example which is understandable to
students.

This book is organized in 3 units.

Unit - I covers Introduction of cloud computing, types of cloud and services and benefits of
cloud computing and also it covers introduction about WEB 2.0, Parallel and Distributed computing.

Unit - II covers Virtualization with its feature and taxonomy. It covers introduction about free
and Open Source KVM and oVirt Management tool and also covers some challenges of cloud
computing



Unit - III covers about the OpenStackCloud computing. This also covers create, manage and
deploying OpenStack in production environment and also explain automation process using
orchestrator in OpenStack.

This book also covers all the University practicals with proper example.

All necessary care has been taken to avoid mistakes and misprint in this book. Any suggestion to
improve the utility of the book will be gladly accepted. You can send your suggestion on
kiranrktcollege@gmail.com, nshukla790@gmail.com and raveena.shetty999@gmail.com.

Last but not the least, we would like to give big lifetime thanks to Mr. S.K. Srivastav (Himalaya
Publication House Pvt. Ltd.) for providing an environment which stimulates new thinking and
innovation and his support, motivation, guidance, cooperation and encouragement to write this book.

We are grateful for his support and thank him for his true blessings.

Hope the readers would enjoy the learning process from this book.

– Authors
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UNIT - I

Cloud Computing

CChapter OOutline
1.1
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1.20

Introduction to Cloud Computing
Characteristics and Benefits of Cloud Computing
Basic Concepts of Distributed Systems
Web 2.0, Service-Oriented Computing
Utility-Oriented Computing
Types of Computing
Parallel Processing
Elements of Parallel Computing
Elements of Distributed Computing
Technologies for Distributed Computing
Cloud Computing Architecture
The Cloud Reference Model
Cloud Services
Infrastructure as a Service
Platform as a service
Software as a service
Comparison of Saas, Paas and Iaas
Types of Clouds
Comparison of Clouds
Chapter Based Questions

1.1 Introduction to Cloud Computing
A Cloud = the Internet
The internet = networks of networks (MAN, LAN, WAN)
A distributed network using virtualized resources and accessed by common internet protocols and

networking standards.
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It is a general term for the delivery of hosted services over the Internet.

What is Cloud Computing?
A model for enabling ubiquitous, convenient, on-demand network access to a shared pool of
configurable computing resources (e.g. Servers, storage, networks, applications, and services) that
can be rapidly provisioned and released with minimal management effort or service provider
interaction.

– NIST

Common Definitions
The most commonly accepted definition in use today was articulated by national institute of

standards and technology (2009).
Cloud computing is a model for enabling convenient, on-demand network access to a shared pool

of configurable computing resources (e.g., networks, servers, storages, applications, and services) that
can be rapidly provisioned and released with minimal management effort or service provider interaction.

A large pool of easily usable and accessible virtualized resources (such as hardware, development
platforms and/or services). These resources can be dynamically reconfigured to adjust to a variable
load (scale), allowing also for an optimum resource utilization. This pool of resources is typically
exploited by the infrastructure providers by means of customized SLAs (Service-level agreement)

A service-level agreement is a part of a service contract where the level of service is formally
defined. In practice, the term SLA is sometimes used to refer to the contracted delivery time (of the
service) or performance.

What is Cloud Computing?
Simply put, cloud computing provides a variety of computing resources , from servers and

storage to enterprise applications such as email, security, backup/DR, voice, all delivered over the
Internet. The Cloud delivers a hosting environment that is immediate, flexible, scalable, secure, and
available – while saving corporations money, time and resources.

Cloud

Web

Client-Server Computing

Personal Computers

Mainframe

Fig. 1.2
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How Cloud Computing Works?

Is Delivery of

Who

Over theCloud
Computing

Cloud
Providers

Host of computing
services through

Charge for cloud
computing services
based on usage by

cloud users

Servers

Storage

Database

Networking

Software

Analytics, etc.

Internet (‘the
cloud’)

(Similar to water and
electricity usage at home)

Fig. 1.3

Cloud computing is providing on-demand services of computer power, databases, storage,
applications and other IT relevance through a cloud service, platform via the Internet with pay-as-you-
go pricing.

Cloud computing is now understood as commonly used to describe the delivery of software,
infrastructure and storage services over the internet.

The use of the word “Cloud” makes reference to the two core concepts
1. Virtualization: Cloud computing virtualizes systems by pooling and sharing resources

(infrastructure, platform, software). Three ways to cloud compute
(a) Services are provisioned as needed.
(b) Costs are assessed on a metered basis.
(c) Resources are scalable (suitably efficient and practical when applied to large situations)

with agility (capability of rapidly and efficiently adapting to changes)
2. Details of the physical systems on which software runs are abstracted (separated) from the

user
(a) Applications run on physical systems – not specified
(b) Data is stored in unknown location
(c) Access by user is ubiquitous (Omnipresent)

Free Cloud Service providers available in Market are:



4 Cloud Computing

DO YOU USE THE CLOUD?

Fig. 1.4

1.2 Characteristics and Benefits of Cloud Computing
 NIST specifies five essential cloud characteristics:

(a) On - demand self-service
(b) Broad network access
(c) Resource pooling
(d) Rapid elasticity
(e) Measured service

 On demand self Service
(a) Computer resources can be availed for any type of workload required by the end- users

on demand, thereby eliminating the traditional needs of IT administrators to provision
and managing of computer resources.

(b) Consumers can unilaterally provision computing capabilities automatically
(c) Consumers use a service catalogue via a web-based user interface to request for a

service
(d) Consumers can either use “ready-to-use” services or customize some service

parameters
 Broad Network Access

(a) Computing capabilities are available over the network
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(b) Computing capabilities are accessed from client devices such as:
i. Mobile phone
ii. Tablet
iii. Laptop
iv. Workstation

 Resource Pooling
(a) Provider’s computing resources are pooled to serve multiple consumers using a multi-

tenant model.
(b) Resources are dynamically assigned, released, and reassigned according to consumer

demand.
(c) Enables high resource utilization and flexible provisioning.
(d) Consumers may not have control or knowledge of the exact location of the provided

resources.
 Rapid Elasticity

(a) Computing needs in general may increase or decrease in companies. A need for
massive investments in local infrastructure can be avoided which may not remain
active

 Measured Service
(a) A metering system continuously monitors resource consumption and generates usage

reports It helps to control and optimize resource use It helps to generate billing and
chargeback reports

Key Characteristics of Cloud Computing
1. Off-premise: the service is hosted and delivered from a location that belongs to a service

provider.
2. Elasticity: the inherent scalability of the service provider. The resources can be rapidly

provisioned, scaled both up and down very rapidly as they are required.
3. Flexible billing (Pay as you go): fees can be levied on a subscription basis or can be tied to

actual consumption of resources.
4. Universal/ubiquitous access (Access anywhere, anytime): pooled resources are available

to anyone authorized to utilize them.
5. On-demand self-service: individuals can obtain computing capabilities such as server time

or network storage on their own.
6. Location independent RESOURCES POOLING: the user does not know where the

computing resources are located.

Benefits of Cloud Computing
Following are Benefits of Cloud
1. Saving Large Files
2. Multiple file types – Photos, videos, presentations, docs
3. Back-up of stored files
4. File Sharing
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5. Access from devices
6. Nothing to forget (thumb drive, cd)
7. Elasticity
8. Flexible billing (Pay as you go)
9. Project collaboration
Some other benefits would involve:
1. Flexibility
2. Disaster recovery
3. Automatic software updates
4. Increased collaboration
5. Work from anywhere
6. Capital expenditure (Capex) free
7. Document control
8. Security
9. Competitiveness
10. Environmental friendly

Advantages
1. Can be less expensive compared to buying software and hardware
2. Can be used from any computer or device with an Internet connection
3. The device does not need as large of an internal storage system
4. Compatible with most computers and operating systems
5. Updates occur across the service

Disadvantages
1. Security Issues
2. Terms of Service
3. Privacy Policies

1.3 Basic Concepts of Distributed Systems
 Clouds are essentially large distributed computing facilities that make available their

services to third parties on demand.
 [1]: A distributed system is a collection of independent computers that appears to its users as

a single coherent system.



7Cloud Computing

1970: DARPA’s TCP/IP 1999: Grid Computing
2010: Microsoft

Azure

1984: IEEE 802.3
Ethernet & LAN

1997: IEEE
802.11 (Wi-Fi)

2008: Google
App Engine

1966: Flynn’s Taxonomy
SISD, SIMD, MISD, MIMD 1989: TCP/IP

IETF RFC 1122 2007: Manjrasoft Aneka

1951: UNIVAC I, First
Mainframe

1975: Xerox PARC
Invented Ethernet

1984: DEC’s
VMScluster

2005: Amazon
AWS (EC2, S3)

1975: Xerox PARC
Invented Ethernet

1960: Cray’s First
Supercomputer

1990: Lee-Calliau
WWW, HTTP, HTML

2004: Web 2.0
Clouds

Grids

Clusters

Mainframes

1950 1960 1970 1980 1990 2000 2010

1969: ARPANET

Fig. 1.5: The evolution of distributed computing technologies, 1960s-2010s

 This is a general definition that includes a variety of computer systems, but it evidences two
very important elements characterizing a distributed system: the fact that it is composed of
multiple independent components and that these components are perceived as a single entity
by users.

 This is particularly true in the case of cloud computing, in which clouds hide the complex
architecture they rely on and provide a single interface to users. The primary purpose of
distributed systems is to share resources and utilize them better.

 This is true in the case of cloud computing, where this concept is take into the extreme and
resources (infrastructure, runtime environments, and services) are rented to users.

 In fact, one of the driving factors of cloud computing has been the availability of the large
computing facilities of IT giants (Amazon, Google) that found that offering their computing
capabilities as a service provided opportunities to better utilize their infrastructure.
Distributed systems often exhibit other properties such as heterogeneity, openness,
scalability, transparency, concurrency, continuous availability, and independent failures. To
some extent these also characterize clouds, especially in the context of scalability,
concurrency, and continuous availability.

 Three major milestones have led to cloud computing: mainframe computing, cluster
computing, and grid computing.
(a) Mainframes. These were the first examples of large computational facilities leveraging

multiple processing units. Mainframes were powerful, highly reliable computers
specialized for large data movement and massive input /output (I/O) operations. They
were mostly used by large organizations for bulk data processing tasks such as online
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transactions, enterprise resource planning, and other operations involving the
processing of significant amounts of data. Even though mainframes cannot be
considered distributed systems, they offered large computational power by using
multiple processors, which were presented as a single entity to users. One of the most
attractive features of mainframes was the ability to be highly reliable computers that
were “always on” and capable of tolerating failures transparently. No systems hut
down was required to replace failed components, and the system could work without
interruption. Batch processing was the main application of mainframes. Now their
popularity and deployments have reduced, but evolved versions of such systems are
still in use for transaction processing (such as online banking, airline ticket booking,
supermarket and telcos, and government services).

(b) Clusters. Cluster computing start disallow – cost alternative to the use of mainframes
andsupercomputers. The technology advancement that created faster and more
powerful mainframes and super computers eventually generated an increased
availability of cheap commodity machines as a side effect. These machines could then
be connected by a high-bandwidth network and controlled by specific software tools
that manage the masa single system. Starting in the1980s, clusters become the standard
technology for parallel and high-performance computing. Built by commodity
machines, they were cheaper than mainframes and made high-performance computing
available to a large number of groups, including universities and small research labs.
Cluster technology contributed considerably to the evolution of tools and frameworks
for distributed computing, including Condor, Parallel Virtual Machine (PVM), and
Message Passing Interface (MPI). One of the attractive features of clusters was that the
computational power of commodity machines could be leveraged to solve problems
that were previously manageable only on expensive super computers. Moreover,
clusters could be easily extended if more computational power was required.

(c) Grids. Grid computing appeared in the early1990 has an evolution of cluster
computing. In an analogy to the power grid, grid computing proposed a approach to
access large computational power, huge storage facilities, and a variety of services.
Users can “consume” resources in the same way as they use other utilities such as
power, gas, and water. Grids initially developed as aggregations of geographically
dispersed clusters by means of Internet connections. These clusters belonged to
different organizations, and arrangements were made among them to share the
computational power. Different from a “large cluster,” computing grid was a dynamic
aggregation of heterogeneous computing nodes, and its scale was nationwide or even
worldwide. Several developments made possible the diffusion of computing grids: (a)
clusters became quite common resources; (b) they were often underutilized; (c) new
problems were requiring computational power that went beyond the capability of single
clusters; and (d) the improvements in networking and the diffusion of the Internet made
possible long-distance, high-bandwidth connectivity. All these elements led to the
development of grids, which now serve a multitude of users across the world.
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(d) Cloud computing is often considered the successor of grid computing. In reality, it
embodies aspects of all these three major technologies. Computing clouds are deployed
in large data centers hosted by a single organization that provides services to others.
Clouds are characterized by the fact of having virtually infinite capacity, being tolerant
to failures, and being always on, as in the case of mainframes. In many cases, the
computing nodes that form the infrastructure of computing clouds are commodity
machines, as in the case of clusters. The services made available by a cloud vendor are
consumed on a pay-per-use basis, and clouds fully implement the utility vision
introduced by grid computing.

1.4 Web 2.0, Service-Oriented Computing
Web 2.0

 The Web is the primary interface through which cloud computing delivers its services.
 At present, the Web encompasses a set of technologies and services that facilitate interactive

information sharing, collaboration, user centered design, and application composition. This
evolution has transformed the Web into a rich platform for application development and is
known as Web 2.0. OR

 To define web 2.0 the term means such internet applications which allow sharing and
collaboration opportunities to people and help them to express themselves online.

 It’s a simply improved version of the first world wide web, characterized specifically by the
change from static to dynamic or user-generated content and also the growth of social media.

 The concept behind Web 2.0 refers to rich web applications, web- oriented architecture and
social web. It refer to changes in the ways web pages are designed and used by the users,
without any change in any technical specifications.

 Darcy DiNucci- an information architecture consultant, coined the term Web 2.0 in her
article “Fragmented Future”. The term was popularized by Tim O’Reilly and MediaLive
International in 2004.

 Web 2.0 is the name used to describe the second generation of the World Wide Web, where
it moved static HTML pages to a more interactive and dynamic web experience.

 Web 2.0 signaled a change in which the World Wide Web became an interactive experience
between users and Web publishers, rather than the one-way conversation that had previously
existed.

 It also represents a more populist version of the Web, where new tools made it possible for
nearly anyone to contribute, regardless of their technical knowledge.

 Web 2.0 is pronounced web-two-point-o.

Examples of Web 2.0 applications
 Web 2.0 examples include hosted services (Google Maps),Web applications ( Google Docs,

Flickr), Video sharing sites (You Tube), wikis (MediaWiki), blogs (WordPress), social
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networking (Facebook), folksonomies (Delicious), Microblogging (Twitter), podcasting
(Podcast Alley) & content hosting services and many more.

Advantages of Web 2.0
1. Available at any time, any place.
2. Variety of media.
3. Ease of usage.
4. Learners can actively be involved in knowledge building.
5. Can create dynamic learning communities.
6. Everybody is the author and the editor, every edit that has been made can be tracked.
7. User friendly.
8. Updates in wiki are immediate and it offers more sources for researchers.
9. Provides real-time discussion.

Web 2.0 tools and their features

Fig. 1.6
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Fig. 1.7

1. Major features of Web 2.0 allow users to collectively classify and find dynamic information
that flows two ways between site owner and site user by means of evaluation, comments and
reviews.

2. Site users can add content for others to see. Web 2.0 sites provide APIs to allow automated
usage by an app or mashup like it provides location metadata that can be processed by a
simple browser tool.

Use and Impact of Web 2.0
1. Adobe Flash, Microsoft Silverlight and JavaScript are used as rich web technologies in

delivering web 2.0 in addition to Ajax, RSS and Eclipse. Its applications are based on the
reorganized download methodology that made Bit Torrent so fruitful that each downloader
of content is also a server, sharing the workload and making the content more accessible.

2. It can be a powerful lure for an enterprise; with interactivity promising to fetch more
employees into daily contact at a lower cost.

3. The use of web 2.0 technologies and tools aids greater participation in projects and idea
sharing, thus ideally leading to better thought out design and more efficient production,
strengthening bonds with customers and improving communications with partners.
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What is the future – Web 2.0 or Web 3.0?
1. The business forecasters are all claiming that Web 2.0 is an intermediate phase between the

World Wide Web’s existence and a more established phase they’re calling Web 3.0.
2. Web 3.o is referred as intelligent web or third generation of internet based services. The

term was coined by John Mark off in 2006.
3. He explained “There is no easy consensus about how to define what is meant by Web 3.0,

but it is generally seen as a reference to the semantic Web. While it is not that much more
precise a phrase, the semantic Web refers to technology to make using the Internet better by
understanding the meaning of what people are doing, not just the way pages link to each
other.”

4. Web 3.0 is supposed to be more connected and intelligent with major emerging technology
trends like semantic web, data mining, machine learning, natural language processing,
artificial intelligence and other such technologies focused on information which is machine
facilitated.

5. So Web 3.0 is the idea of such a web that will store information in such a way that
computers and other devices will understand on their own.

6. FB app and Google Voice search, Apple’s Siri are some of the examples of web 3.o usage.
The major differences between Web 1.o, Web 2.o and Web 3.o

Web 1.0 Web 2.0 Web 3.0

Content
destination sites and personal
portals

Speedy
more timely information and more
efficient tools to find information

Ubiquitous
available at anytime, anywhere,
through any channel or device

Search
critical mass of content
drives need for search
engines

Collaborative
actions of user a mass, police, and
prioritize content

Efficient
relevant and contextual
information findable instantly

Commerce
goes mainstream; digital
good rise

Trust-worthy
user establish trust networks and
home trust radars

Individualized
filtered and shared by friends or
trust networks

Service Oriented Computing
1. Service orientation is the core reference model for cloud computing systems.
2. This approach adopts the concept of services as the main building blocks of application and

system development.
3. Service-oriented computing (SOC) supports the development of rapid, low-cost, flexible,

interoperable, and evolvable applications and systems.
4. A service is an abstraction representing a self-describing and platform-agnostic component

that can perform any function anything from a simple function to a complex business
process.

5. A service is supposed to be loosely coupled, reusable, programming language independent,
and location transparent.
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6. Loose coupling allows services to serve different scenarios more easily and makes them
reusable.

7. Services are composed and aggregated into a service-oriented architecture (SOA) which is a
logical way of organizing software systems to provide end users or other entities distributed
over the network with services through published and discoverable interfaces.

8. Service-oriented computing introduces and diffuses two important concepts, which are also
fundamental to cloud computing: quality of service (QoS) and Software-as-a-Service
(SaaS).

9. Quality of service (QoS) identifies a set of functional and nonfunctional attributes that can
be used to evaluate the behavior of a service from different perspectives.

10. QoS requirements are established between the client and the provider via an SLA that
identifies the minimum values (or an acceptable range) for the QoS attributes that need to be
satisfied upon the service call.

11. The concept of Software-as-a-Service introduces a new delivery model for applications.
The term has been inherited from the world of application service providers (ASPs), which
deliver software services-based solutions across the wide area network from a central
datacenter and make them available on a subscription or rental basis.

12. The ASP is responsible for maintaining the infrastructure and making available the
application, and the client is freed from maintenance costs and difficult upgrades.

13. The SaaS approach reaches its full development with service-oriented computing (SOC),
where loosely coupled software components can be exposed and priced singularly, rather
than entire applications.

14. This allows the delivery of complex business processes and transactions as a service while
allowing applications to be composed on the fly and services to be reused from everywhere
and by anybody.

15. One of the most popular expressions of service orientation is represented by Web Services
(WS).

16. Web services are software components that expose functionalities accessible using a method
invocation pattern that goes over the Hypertexts Transfer Protocol (HTTP).

17. Web service can be programmatically through the Web Service Description Language
(WSDL).

18. The interaction with Web services happens through Simple Object Access Protocol (SOAP).
19. Using SOAP and WSDL over HTTP, Web services become platform independent and

accessible to the World Wide Web.
20. The standards and specifications concerning Web services are controlled by the World Wide

Web Consortium (W3C).
21. Web services technologies have provided the right tools to make such composition

straightforward and easily integrated with the mainstream World Wide Web (WWW)
environment.



14 Cloud Computing

Fig. 1.8: Service Oriented Computing

1.5 Utility-Oriented Computing
 Utility computing is the process of providing computing service through an on-demand,

pay-per-use billing method. Utility computing is a computing business model in which the
provider owns, operates and manages the computing infrastructure and resources, and the
subscriber’s accesses it as and when required on a rental or metered basis.

 Utility computing is a vision of computing that defines a vision of computing that defines a
service-provisioning model for compute services in which resources such as storage,
compute power, applications, and infrastructure are packaged and offered on a pay-per-use
basis.

 The idea of providing computing as a utility like natural gas, water, power, and telephone
connection has a long history but has become reality today with the advent of cloud
computing.
“If computers of the kind I have advocated become the computers of the future, then
computing may someday be organized as a public utility, just as the telephone system is a
public utility the computer utility could become the basis of a new and important industry.”

– John McCarthy
 With utility computing accessible on a wider scale, it is easier to provide a trading

infrastructure where grid products storage, computation, and services are bid for or sold.
Moreover, e-commerce technologies provided the infrastructure support for utility
computing.
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 In the late 1990s a significant interest in buying any kind of good online spread to the wider
public: food, clothes, multimedia products, and online services such as storage space and
Web hosting.

 SOC broadened the concept of what could have been accessed as a utility in a computer
system: not only compute power and storage but also services and application components
could be utilized and integrated on demand.

User/Broker User/Broker User/Broker

Web Applications Mobile Applications Desktop Applications

Service Request Examiner and Admission Control
- User-driven Service Management
- Computational Risk Management
- Autonomic Resource Management

SLA Management ans Resource Allocation

Discovery Pricing
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SLA Enforcement
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Resource/Service
Provider

Resource/Service
Provider

Resource/Service
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Fig. 1.9: Utility Oriented System

1.6 Types of Computing
 Centralized computing. This is a computing by which all computer resources are

centralized in one physical system. All resources (processors, memory, and storage) are
fully shared and tightly coupled within one integrated OS. Many data centres and
supercomputers are centralized systems, but they are used in parallel, distributed, and cloud
computing applications.

 Parallel computing. In parallel computing, all processors are either tightly coupled with
centralized shared memory or loosely coupled with distributed memory. It is also referred as
parallel processing.. Inter processor communication is accomplished through shared
memory or via message passing.
A computer system capable of parallel computing is commonly known as a parallel
computer. Programs running in a parallel computer are called parallel programs. The process
of writing parallel programs is often referred to as parallel programming.
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 Distributed computing. A distributed system consists of multiple autonomous computers,
each having its own private memory, communicating through a computer network.
Information exchange in a distributed system is accomplished through message passing.
A computer program that runs in a distributed system is known as a distributed program.
The process of writing distributed programs is referred to as distributed programming.
(a) Cloud computing An Internet cloud of resources can be either a centralized or a

distributed computing system. The cloud applies parallel or distributed computing, or
both. Clouds can be built with physical or virtualized resources over large data centres
that are centralized or distributed.

(b) Cloud computing to be a form of utility computing or service computing. It is also
referred as concurrent computing or concurrent programming.

The Internet of Things (IoT) is a networked connection of every day objects including
computers, sensors, humans, etc. Finally, the term Internet computing is even broader and
covers all computing models over the Internet.

1.7 Parallel Processing
 Traditionally software has been written for serial computation.
 Parallel computing is the simultaneous use of multiple compute resources to solve a

computational problem.

Classification of Parallel Processing (Flynn’s Classical Taxonomy)

Fig. 1.11
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1. SISD (Single Instruction, Single Data
Stream)
(a) Single machine instruction

i. Each instruction executed on different
set of data by different processors

(b) Number of processing elements
i. Machine controls simultaneous
execution

� Lockstep basis
ii. Each processing element has
associated data memory

(c) Application: Vector and array processing
2. MISD (Multiple Instruction, Single Data Stream)

(a) Sequence of data
(b) Transmitted to set of processors
(c) Each processor executes different instruction sequence
(d) Not clear if it has ever been implemented

Instruction
Stream 1

Instruction
Stream 2

Instruction
Stream N

Processor 1

Processor N

Processor 2

Fig. 1.12

3. SIMD (Single machine instruction)
(a) Each instruction executed on different set of data by different processors
(b) Number of processing elements
(c) Machine controls simultaneous execution

i. Lockstep basis

Data Input Data
Output

Instruction
Stream

Processor
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4. Each processing element has associated data memory
Application: Vector and array processing
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4. Multiple Instruction, Multiple Data Stream- MIMD
(a) Set of processors
(b) Simultaneously executes different instruction sequences
(c) Different sets of data
(d) Examples: SMPs, NUMA systems, and Clusters
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1.8 Elements of Parallel Computing
Internet

From past so many years, for computing technology we are using a series of different platform
and environment changes.

Changes in machine (CPU) architecture, operating system platform, network connectivity.
1. First centralized computer to solve computational problems
2. Secondly a parallel and distributed computing system uses multiple computers to solve

large-scale problems over the Internet. hence modern computer systems uses parallel and
distributed computing

 Parallel computing generally means:
(a) Vector processing of data
(b) Multiple CPUs in a single computer

 Distributed computing generally means:
(a) Multiple CPUs across many computers

Parallel Computing
1. Parallel computing is a form of computation in which many calculations are carried out

simultaneously,
2. In this large problems are divided into smaller ones, which are then solved concurrently (“in

parallel”).
3. There are several different forms of parallel computing: bit-level, instruction level, and data.
4. As power consumption (and consequently heat generation) by computers has become a

concern in recent years, parallel computing has a perform of multicore processors.
5. Applying multiple processors to a single problem.
6. Parallel computers can be roughly classified according to the level at which the hardware

supports parallelism, with multi-core (multiple cores can run multiple instructions at the
same time, increasing overall speed for programs amenable to parallel computing while
clusters (When two or more computers are used together to solve a problem, it is called a
computer cluster. Cluster computers all have the same hardware and OS)

7. MPPs, and grids (it makes use of several computers connected is some way like a cluster,
grid can run different operating systems and have different hardware), to solve a large
problem use multiple computers to work on the same task. Specialized parallel computer
architectures are sometimes used in traditional processors, for accelerating specific tasks.

1.9 Elements of Distributed Computing
 A distributed system is a collection of independent computers that appears to its users as a

single coherent system.
 A distributed system is one in which components located at networked computers

communicate and coordinate their actions only by passing messages.



20 Cloud Computing

 Distributed computing is a field of distributed systems. A distributed system is a software
system in which components located on networked computers communicate and coordinate
their actions by passing messages. There are many alternatives for the message passing
mechanism, including RPC-like connectors and message queues. Three significant
characteristics of distributed systems are: concurrency of components, An important goal
and challenge of distributed systems is location transparency. Examples of distributed
systems vary from SOA-based systems

 A computer program that runs in a distributed system is called a distributed program, and
distributed programming is the process of writing such programs.

 Distributed computing also refers to the use of distributed systems to solve computational
problems. In distributed computing, a problem is divided into many tasks, each of which is
solved by one or more computers, which communicate with each other by message passing

SOA
1. Service-oriented architecture (SOA) is a software design and software architecture design

pattern based on discrete pieces of software providing application functionality as services
to other applications. This is known as Service-orientation. It is independent of any vendor,
product or technology.

2. A service is a self-contained unit of functionality, such as retrieving an online bank
statement.

3. Services can be combined by other software applications to provide the complete
functionality of a large software application.

4. SOA makes it easy for computers connected over a network to cooperate. Every computer
can run an arbitrary number of services, and each service is built in a way that ensures that
the service can exchange information with any other service in the network without human
interaction and without the need to make changes to the underlying program itself.

Fig. 1.15



21Cloud Computing

Components of Distributed System

Fig. 1.16

1. A distributed system is the result of the interaction of several components that traverse the
entire computing stack from hardware to software. It emerges from the collaboration of
several elements that by working together give users the illusion of a single coherent system.
Figure 2.10 provides an overview of the different layers that are involved in providing the
services of a distributed system

2. At the very bottom layer, computer and network hardware constitute the physical
infrastructure; these components are directly managed by the operating system, which
provides the basic services for interprocess communication (IPC), process scheduling and
management, and resource management in terms of file system and local devices.

3. Taken together these two layers become the plat- form on top of which specialized software
is deployed to turn a set of networked computers into a distributed system. The use of well-
known standards at the operating system level and even more at the hardware and network
level s allows easy harnessing of heterogeneous components and their organization into a
coherent and uniform system.

4. For example, network connectivity between different devices is controlled by standards,
which allow the m to interact seamlessly. At the operating system level, IPC services are
implemented on top of standardized communication protocols such Transmission Control
Protocol/Internet Protocol (TCP/IP), User Datagram Protocol (UDP) or others.
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5. The middleware layer leverages such services to build a uniform environment for the
development and deployment of distributed applications. This layer supports the
programming paradigms for distributed systems. By relying on the ser- vices offered by the
operating system, the middleware develops its own protocols, data formats, and
programming language or frameworks for the development to f distributed applications.

6. All of them constitute a uniform interface to distributed application developers that is
completely independent from the underlying operating system and hides all the
heterogeneities of the bottom layers.

7. The top of the distributed system stack is represented by the applications and services
designed and developed to use the middleware. These can serve several purposes and often
expose their features in the form of graphical user interfaces (GUIs) accessible locally or
through the Internet via a Web browser.

8. For example, in the case of a cloud computing system, the use of Web technologies is
strongly preferred, not only to interface distributed applications with the end user but also to
provide platform services aimed at building distributed systems.

9. A very good example is constituted by Infrastructure-as-a-Service (IaaS) providers such as
Amazon Web Services (AWS), which provide facilities for creating virtual machines,
organizing them together into a cluster, and deploying applications and systems on top.

10. Figure 1.16 shows an example of how the general reference architecture of a distributed
system is contextualized in the case of a cloud computing system. Note that hardware and
operating system layers make up the bare-bone infrastructure of one or more datacenters,
where racks of servers are deployed and connected together through high-speed connectivity.

11. This infrastructure is managed by the operating system, which provides the basic capability
of machine and network management. The core logic is then implemented in the middleware
that manages the virtualization layer, which is deployed on the physical infrastructure in
order to maximize its utilization and provide a customizable runtime environment for
applications.

12. The middleware provides different facilities to application developers according to the type
of services sold to customers. These facilities, offered through Web 2.0-compliant interfaces,
range from virtual infrastructure building and deployment to application development and
runtime environments

1.10 Technologies for Distributed Computing
 Distributed computing is a model in which components of a software system are shared

among multiple computers to improve efficiency and performance.
 The goal of distributed computing is to make such a network work as a single computer
 Distributed systems offer many benefits over centralized systems, including the following:

Scalability
 The system can easily be expanded by adding more machines as needed.

Key Characteristics
1. Resource sharing
2. Openness
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3. Concurrency
4. Scalability
5. Fault Tolerance
6. Transparency

Distributed Technologies
1. Distributed technologies are systems of technology composed of many small parts without

centralized coordination or control.
2. Key features to distributed systems include the fact that they are typically user-generated,

informal networks, involving non-professional producers, with no one really in control of
the entire network system.

3. Examples of this would include peer to peer file sharing network system. Examples of this
would include peer-to-peer file sharing networks on the internet, mesh cellular telephone
networks or swarm robotic systems.

Distributed World
1. Our traditional industrial systems of technology are based upon a centralized model design

to leverage economies of scale through batch processing, as centrally controlled systems like
power generators plants, factories, and broadcast media produced technologies and services
that were pushed out to end users.

2. Although distributed technologies have always been there on the fringes, today a number of
factors are working to fundamentally change this centralized model to a more distributed
one, where capabilities and production can also take place at the edges of the network by
many different actors.

3. Factors enabling this include; Firstly, the emergence of alternative technologies like solar
cells, wind turbines and 3d printers as increasingly efficient enough to complete and become
mainstream products; Secondly, information technology that allows end-users to set up their
own networks of coordination and collaboration at very low costs; And lastly, the
deregulation and privatization of many previously state-owned monopoly infrastructure
industries that is taking place around the world, as previously vertically integrated national
systems are being unbundled allowing for a multiplicity of private actors to enter the value
chain, as producers, traders, brokers, retailers and many more actors in a complex ecosystem.

Examples
1. A good example of this shift from centralized to distributed systems is mobile telephony. If

we look at the emerging infrastructures in rural Africa or Asia today, they often bypass the
centralized copper telephone network altogether instead implementing a decentralized
cellular network.

2. This helps to demonstrate how distributed technologies thrive particularly in areas with low
population that lack the critical mass required for traditional centralized batch processing
systems, and also where there is a lack of formal administration and pre-existing incubates.

3. The emergence of renewable smart grids is another example of this. Information systems
and distributed technologies are working to fundamentally re-architect the network away
from the centrally controlled and operated traditional power grids that delivered electricity
to end-users towards a distributed architecture where end-users are central as both
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consumers and producers, and also as managers of the systems through smart devices and
information about prices and consumption.

4. The same factors that are driving the re-emergence of distributed systems in power grids as
viable competitors to the centralized mode are emerging across all domains from digital
fabrication in manufacturing to organic farming in agriculture, to car sharing services in
transportation and Voice over IP services within the telephone industry.

5. Distributed systems are no longer the fringe phenomena that they have always been but
increasingly accepted into the mainstream as viable and scalable solutions.

6. These distributed technologies have a number of common features to them, including the
fact that they are typically user-generated, informal networks, involve non-professional
producers, with no one in control of the entire network system.

User-Generated
1. Firstly, they are typically user generated. Centrally designed infrastructures are part of a

whole paradigm of industrial age organization based around the nation state and
bureaucratic, top-down organization, where the end-user is seen as a passive recipient of the
service. They are defined as ‘consumers’ and that is essentially their role within the system.

2. These distributed technologies flip this paradigm on its head, actively engaging end-users to
become both producers, capable of managing their own resources and capable of setting up
their own networks of collaboration through IT.

Informal
1. These distributed networks are informal arrangements. Large mass processing industrial

systems like motorways, broadcast media or factories require a significant level of social,
political and economic organization over a prolonged period of time through a very formal
process of development and management.

2. Due to this, they have a very high threshold to entry as a producer. In contrast to this, these
distributed systems are informal with very low barriers to entry. For the cost of a solar panel,
individual homes can become power producers. They can also become media producer
through new media.

3. They can become manufacturers through digital manufacturing systems. They can become
transportation providers through car sharing, all at very low levels of capital investment and
organization management, meaning you can do it without needing to be a formal well-
defined well-capitalized organization.

De-Professionalization
1. There is also a shift from professional to non-professional. The formal centralized model

required very high levels of technical capability and specialization in order to produce,
operate and maintain. As technologies become commoditized, they become cheaper, more
accessible and easier to operate.

2. Distributed manufacturing is an example of this. Digital manufacturing processes such as
3D printers and CNC, numerical controlled technologies were first used by a minority of
technicians in factories.
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3. As the technology matures and comes to the consumer market, they are increasingly
accessible to any end-user without professional expertise in manufacturing or engineering.
Again, this goes back to a reduction in barriers to entry.

4. A recent study done by IBM showed that the cost of capital to start a new factory is going to
be reduced by 90% in the next decade, which will inevitably drive a democratization of
manufacturing. Many distributed technologies like photo voltaic cells are enabled by
sophisticated science and engineering but are also accessible for use by the non- technical
end-users.

Distributed Control
1. Lastly, no one is really in control of these distributed systems. The centralized infrastructure

systems of the nation state were centrally controlled and managed in a hierarchical fashion.
2. The privatization of infrastructures like water, road and rail networks added many more

actors to this, as they became managed through market mechanisms. But with truly
distributed technologies, management of the system may become fully distributed out to the
local level of the end-user.

3. In some circumstances, clear ownership may not even apply. Fully distributed technologies
are also managed in a distributed self-organizing fashion. Mesh networks and peer-to-peer
file sharing are examples of this.

4. Every user supports the provision of the network service. They have a swarm-like dynamic.
Control of the system’s behavior and functionality is in the hands of many.

Inverse Infrastructure
1. Distributed technologies are also called inverse infrastructure as they have an almost inverse

effect on the make-up to our infrastructure to that of the industrial model.2 If you have spent
any time in the technology industries, you would have heard the word ‘disruptive’
repeatedly, and it is this structural transformation that is a large part of where this disruption
is coming from.

2. Because these alternative technologies simply do not fit into our pre-existing model, and
they are not about to simply go away, something has to give. The whole landscape has to
change, and that is a scale of disruption that we have not had for a number of centuries;
since the Industrial Revolution.

Bottom-up Top-down
1. Key to this transformation is designing new frameworks for integrating centralized top-

down systems with these bottom-up distributed technologies. All of these previously
mentioned factors that differentiate the two architectural paradigms create a tension between
a top-down and a bottom-up model.

2. Progressive companies are leading in creating a new architecture that is better suited to this
emerging reality, where traditional large centralized players reinvent themselves as platform
services providers, providing the infrastructure, protocols and other coordination
mechanisms for individuals and small organizations to co-create solutions.
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Platform Technologies
1. Continuing on with the example of the smart power grid, a new model for power grids is

emerging called virtual power plants, where centralized wholesale power companies use
information technology to integrate and coordinate a number of distributed micro-generators,
thus providing a stable supply of energy to the market at the large scale required.

2. This is an example of a hybrid model that may well represent some kind of resolution to the
top-down bottom- up core constraint. It is built on the design paradigm of platform
technologies that we previously mentioned.

3. Apple’s App Store is a good example of a platform technology. The centralized organization
provides the platform for end-users to create the solutions. Other examples might include
Zipcar, who provide the platform for car sharing.

4. These are examples of engineered systems that have managed to integrate a centralized and
distributed model to create a highly successful hybrid system. And of course, probably the
most successful technology of our time, the Internet, is a classical example of a distributed
modular system.

5. With the advent of web 2.0 and technologies like social networking, over a billion people
contribute to its making, with highly successful companies like Google working by
providing centralized platforms for accessing this mass of distributed user-generated content.

Hybrid Systems
1. Distributed technologies are having a radical, pervasive and unstoppable effect on our

technology landscape. The infrastructure systems of the 21st century will not be like that of
the 20th century, centralized structure, but also it is unlikely to be fully distributed. It will be
a much more complex interplay of both.

2. Within the industrial model, we had mainstream centralized systems like factories and
motorways that dominated, and we had alternative distributed system that lay on the fringes
like organic farming and artisan production.

3. It was a strong dichotomy. The two never really fit together. But with the move of
distributed systems into the mainstream, this strong dichotomy is becoming fuzzier.

4. Going forward, there will very likely be a whole spectrum from highly centralized systems
like mega cities, to radically distributed systems like Bitcoin, and all kinds of hybrids in-
between as we develop new methods for integrating them.

5. As we previously mentioned, this breakdown of the barrier and greater inter connectivity
between the two models is a key source of complexity.
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1.11 Cloud Computing Architecture
Massively Virtualized Model - Cloud

Fig. 1.17

Fig. 1.18
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1.12 The Cloud Reference Model
 A fundamental characteristic of cloud computing is the capability to deliver, on demand, a

variety of IT services that are quite diverse from each other. This variety creates different
perceptions of what cloud computing is among users.

 Despite this lack of uniformity, it is possible to classify cloud computing services offerings
in to three major categories: Infrastructure-as-a-Service (IaaS), Platform-as-a-Service (PaaS),
and Software-as-a-Service (SaaS).

 These categories are related to each other as described in Figure 1.5, which provides an
organic view of cloud computing. We refer to this diagram as the Cloud Computing
Reference Model, and we will use it throughout the

Web 2.0
Interfaces

Software as a service

Platform as a service

Infrastructure as a service

End-user applications
Scientific applications

Office automation, photo editing,
CRM, and Social networking

Examples: Google Documents, Facebook, Flickr, Salesforce

Runtime environment for applications
Development and data processing platforms

Examples: Windows Azure, Hadoop, Google AppEngine, Aneka

Virtualized Servers
Storage and networking

Examples: Amazon EC2, S3, Rightscale, vCloud

Fig. 1.19: The cloud Computing Reference Model

 The model organizes the wide range of cloud computing services into a layered view that
walks the computing tack from bottom to top. At the base of the stack, Infrastructure-as-a-
Service solutions deliver infrastructure on demand in the form of virtual hardware, storage,
and networking.

 Virtual hardware is utilized to provide compute on demand in the form of virtual machine
instances. These are created at users’ request on the provider’s infrastructure, and users are
given tools and interfaces to configure the software stack installed in the virtual machine.

 The pricing model is usually defined in terms of dollars per hour, where the hourly cost is
influenced by the characteristics of the virtual hardware. Virtual storage is delivered in the
form of raw disk space or object store.

 The former complements a virtual hardware offering that requires persistent storage. The
latterisa more high-level abstraction for storing entities rather than files. Virtual networking
identifies the collection of services that manage the net- working among virtual instances
and their connectivity to the Internet or private networks.
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 Platform-as-a-Service solutions are the next step in the stack. They delivers call able and
elastic runtime environments on demand and host the execution of applications.

 These services are backed by a core middleware platform that is responsible for creating the
abstract environment where applications are deployed and executed. It is the responsibility
of the service provider to provide scalability and to manage fault tolerance, while users are
requested to focus on the logic of the application developed by leveraging the provider’s A
PI sand libraries.

 This approach increases the level of abstraction at which cloud computing is leveraged but
also constrains the user in a more controlled environment.

 At the top of the stack, Software-as-a-Service solutions provide applications and services on
demand. Most of the common functionalities of desktop applications—such as office
automation, document management, photo editing, and customer relationship management
(CRM) software—are replicated on the provider’s infrastructure and made more scalable
and accessible through a browser on demand. These applications are shared across multiple
users whose interaction is isolated from the other users. The SaaS layer is also the area of
social networking Websites, which leverage cloud-based infrastructures to sustain the load
generated by their popularity. Each layer provides a different service to users. IaaS solutions
are sought by users who want to leverage cloud computing from building dynamically
scalable computing systems requiring a specific software stack. IaaS services are therefore
used to develop scalable Websites or for back- ground processing. PaaS solutions provide
scalable programming platforms for developing applications and are more appropriate when
new systems have to be developed. SaaS solutions tar- get mostly end users who want to
benefit from the elastic scalability of the cloud without doing any software development,
installation, configuration, and maintenance. This solution is appropriate when there are
existing SaaS services that fit user’s needs (such as email, document management, CRM,
etc.) and a minimum level of customization is needed.

1.13 Cloud Services
 SaaS – Software as a Service
 IaaS – Infrastructure as a Service
 PaaS – Platform as a Service
 DaaS – Desktop as a Service




